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ELECTRONIC OFFICIAL PERSONNEL FOLDER

eOPF Quick Reference

Self-service Feature for Login ID Retrieval, Password
Reset and PIV/CAC Login Scenarios for Current Users
In Release 5.1

Using the Self-service Feature

Current Users/Logging in with eOPF ID and Password

To access eOPF, an eOPF ID and password is needed. If one or both of these have
been forgotten, the user may obtain new eOPF ID and password by using the eOPF
self-service features. Using the self-service feature, a user does not need to contact the
eOPF Helpdesk or the agency’s HR servicing office for an eOPF ID or password reset.
This Help page consists of three sections for CURRENT users.

Part 1: Request eOPF ID for Current Users
Part 2: Request a New eOPF Password for Current Users
Part 3: Change Security Questions and Add Custom Questions for Current Users

Part 1: Request eOPF ID for Current Users
Step Action Screen Shot

Access user’s specific agency
eOPF URL. This can be
obtained from the HR servicing
office.

Read the eOPF User
1 Agreement page.

Click the Accept button.

meraneing

Quick Reference Self Service ID/Password for Current Users
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Step Action Screen Shot
From the eOPF Login page,
select the Request Your
eOPF ID link.
PIV or CAC Card
Please insert your PIV or CAC card into
the card reader.
|
2 i,. S O CAG SUBMIT | CLEAR
From the Request Your eOPF Request Your eOPF ID
ID page’ enter Purpose: This feature allows you to request your eOPF ID. Please enter information in the following fields.
L] SSN SSN: Show
® |+ LastName s s
e Date of Birth (mm/dd/yyyy) submit Cancel
Click the Submit button.
The Answer Security
Question page displays, R i
requesting an answer to one of S ————
the Security Questions that is scbmt ] Cance
chosen.
4
Enter the appropriate
response.
Click the Submit button.
The Request Your eOPF ID
page displays stating that the @ SOPF ID Request successful.
Login ID request has been
submitted for processing. * Your e0PF ID request has been processed.
= You will receive an email with further instructions.
Click the Click here to return # Please contact the helpdesk if you don't receive an email.
5 to logon page link.
D0 NOT INCLUDE YOUR S5H TN ANY CORRESPONDENCE WITH THE HELPDESK.
Click here to reburn to logon page,

Quick Reference
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Step Action Screen Shot

The eOPF ID is emailed to the Subject: Request eOPF ID

email address of record in This email is to notify you that a request for your eOPF ID was made. If you didn't initiate this request,

eOPF. please contact the Helpdesk via email at eQPFHelpdesk@opm.gov ; or by calling (toll-free) at 1-866-
275-8518,
Please contact the eOPF Help
Desk if an email with the [Your eOPFID:_A16-ADMIN |
6 reqUESted eOPF ID is not Please protect your personal information by keeping your eOPF ID and password in a secure location.

received.
Agency: https/ v -fSeopil 2ratl/QAS04/

38366

Return to the eOPF Logon
page. Type in eOPF ID and
user password.

Click the Submit button.

PIV or CAC Card

Please insert your PIV or CAC card into
the card reader.

:2 =
i!!

7 PIV OR CAC
SUBMIT | CLEAR
AgenC|eS that enable 2-fact0|’ Subject: eOPF Two Factor Authentication
authentlcat'on requ're users This email is to notify that your eOPF login credentials have been identified in the System.If you didn't initiate this request, please contact the Help Desk via email at
Iogglng |n W|th the", Joohee.kim@ngc.com; or by calling (toll-free) 1-866-275-8518.
eOPFID/PWD to enter a To continue the eOPF 2-Factor Authentication process, enter this single-use code on the verification page.
single-use code provided via
. 698417
email.
ACCGSS user emall tO retrleve Please note that the code expires within 4 hours of sending this email.
8 e
verification code.
Agency: http://vm-fSeopf12tst1/QA5041/
37093
Quick Reference Self Service ID/Password for Current Users
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Step Action Screen Shot
Enter the verification code
provided Via email and C|iCk €OPF Two Factor Authentication
the Submit button. Note: The verification code sent to your email address expires within 4 hours of your eOPF Login.

Enter your verification code:

Submit ‘Cancel

Part 2: Request a New eOPF Password for Current Users

Step Action ‘ Screen Shot

From the eOPF Logon page,
select the Request a New
Password link.

PIV or CAC Card

Please insert your PIV or CAC card into
the card reader.

PIV OR CAC
1 =~

SUBMIT | CLEAR

On the Request a New Request a New Password
PaSSWO rd page' enter Purpose: This feature allows you to request your new Password. Please enter Information In the following
° eOPF ID fields.
2 e SSN e I [ ]
e Last Name C srom
Last Name: [S—

Click the Submit button.

Submit Cancel

The Answer Security
Question page displays, e Sy fueen
requesting an answer to one o
of the Security Questions that
3 is chosen.

I it Gy did yond eyt Spnisa/sgnilicant ther? *

Submit cancel

Enter the appropriate
response.

Click the Submit button.

Quick Reference Self Service ID/Password for Current Users
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Step Action Screen Shot

The Request a New
Ptaisw?f:dt ?ﬁge dISplatyr? [ : New Password Request successful.
stating tha e request has
been submitted for * Your password request has been processed.
processing * You will receive an email with further instructions.

4 ! » Please contact the helpdesk for assistance.

DO NOT INCLUDE YOUR 55N IN ANY CORRESPONDEMCE WITH THE HELPDESK.
Click here to return to logon page.

An emall Wlth a password Subject: eOPF Password Request
I’equeSt I|nk and inStI’UCtionS This email is to notify you that a request for your eOPF Password was made. If you didn't initiate this request, please contact
|S sent to the emall addl’eSS the Help Desk via email at eOPFHelpdesk@opm.gov; or by calling (toll-free) 1-866-275-8518.
on file in eOPF. Thelink is To create a new eOPF password:
Valid for 4 hOUrS. 1 Click the link below, which s unique to your request.
Select the LINK. If it is not PLEASE NOTE THAT THE LINK EXPIRES WITHIN 4 HOURS OF SENDING THIS EMAIL.
selectable, copy and paste it [FetpZ/om T5eop12t:1/OASOA NerifyReset, sspx An=9B02D7ASE 744 |

5 |nt0 the browser WIndOW' if clicking the link above does not work, please copy and paste the URL in a new browser window.
Please contact the eOPF 2. When prompted provide your account information and submit.
Helpdesk if email with the

R . 3. Complete the password reset process,
password reset link is not
I’ecelved a, Then you are taken to the eOPF Login Page where you must enter your new password to access eOPF,
Agency: http://vm-fSeopf121st1/QAS04/
38367
The link opens the Reset TR R
Your Password page. Enter:
Note: The link provided in your password reset email expires within 4 hours of submitting your password

e eOPFID TR
* SSN €OPF ID: [ |

6 ° Last Name (Hint: <OPF ID = 80PF Login ID)
L] Appro_prlate re_sponse .tO Lot Names | ]

security question that is 1 what clty did you meet your spouse/signiicant other? ]| |
chosen Submit Cancel
Click the Submit button.
Quick Reference Self Service ID/Password for Current Users
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Step Action Screen Shot
The Please reset your
password page displays. Please reset your password
Enter a password that meetS Purpose: Please enter a new password below and click on "Reset Password"”. After successfully creating the
userls agencyis Securlty new password, you will be redirected to the Logon page. Use your newly created password to logon to eOPF.
guidelines in the New “g“m:“-‘**;;mw
Password field, then again in @At et e b et
7 the Verify Password field. 7 At least one number
At least one special character

Click the Reset Password  Atleast 12 characters In length
button New d and Verify d fields must match

New o0 voe ]

Verify Password:

Reset Password Cancel

The page refreshes,
displaying the eOPF Logon
page.

Enter eOPF ID and new
password to login to eOPF. VoA

Please insert your PIV or CAC card into
the card reader.

PIV OR CAC

SUBMIT | CLEAR

AgenC|es that enable 2-factor Subject: eOPF Two Factor Authentication

authent'cat'on I‘eq u | re users This email is to notify that your eOPF login credentials have been identified in the System.If you didn't initiate this request, please contact the Help Desk via email at
|Ogglng |n Wlth thEII’ Joohee.kim@ngc.com; or by calling (toll-free) 1-866-275-8518.
eo P F | D/ PW D to e nter a To continue the eOPF 2-Factor Authentication process, enter this single-use code on the verification page.
single-use code provided via .
email.
9 ACCGSS user emall tO retrleve Please note that the code expires within 4 hours of sending this email.
verification code.
Agency: hitp://vm-f5eopfl 2tst1/QAS041/
37099
Quick Reference Self Service ID/Password for Current Users
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Step Action ‘ Screen Shot

Enter the verification code
prOVided Via email and SeleCt eOPF Two Factor Authentication
the Submit button.

Note: The verification code sent to your email address expires within 4 hours of your €OPF Login.

Enter your verification code:

Submit Cancel

Part 3: Change Security Questions and Add Custom Questions for Current Users

Step Action Screen Shot

eOPF lets users change the
security questions at any time. Welcome to the eOPF System

My eOPF

From the eOPF Welcome page, | & e oo
CI|Ck the My Prof”e button Yr's. Nsvﬂnss'mv\xcv\ﬂ or €OPF training. You have logged into the UAT INSTANCE, which contains folders and

"App Admin niiar with TRANSFER. Please note these TRANSFER training databases will be reset

Friday, at the dose of business, beginning May 16, 2015. Any transfer processes
User Admin begun or xmpw e wil be erased.
System Admin
Croate SF75 Test Operational guidance and questions concerning specific functionally should be directed 10 your eOPF Project Manager,
1 Print Folder Short video snippets on TRANSFER are e by clicking on hitps://eopf.nbe.gov/videos
Print Status
Batch Print User Info:
Reports.
Tronafes Emergency Data last updated 0n:1/1/2000
Logout Password will expire in: 30 day(s).
2
From the Who Am 1? page, T e L L e o v e e =
select the Change Security WhoAmE? ;

Questions tab.

Purpose: The WhoAmI? feature provides a quick read-only isting about your account.

oK

Full Namoe: FRED BECK
Birth Date: 06/22/1965
Emadl Address: FREDEECKSSAGMAL COM

2 PO ID: 12611
Org Code: BS
Activity code: VA
Group(s): €OPF_USERS, eOPF_HR_SPECIALISTS
Folder Side(s) Accessible Paryrol, , Recrutment, Review, SecurRty, Temporary, Training
In Your eOPF:

Folder Side(s) Accessible Benefits, Canceliation, Data Integrity, Defeted, 1 9, Medical, Miscefanoous, Overseas, PCS Travel,
In Other eOPFs: Payroll, Review, Security, Temporary, Training,

Transferred, test

PO ID(s) Managed:
Folder Status: ACTIVE
- i i

Quick Reference
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Step Action

The Change Security
Questions page appears. Select
the drop-down menu arrow and
choose the security question to
change.

Type the answer into the box to

Screen Shot

WhoAmi? | General Preferences | Workflow Preferences

Change Security Questions :

Purpose: The change questions feature allows you to modify the answers to the security Questions, or select
question to answer.You can create your custom questions and provide answers. The custom questions are added t

Change Email | Emergency Data | Change Password | Change Security Questions

Personal Questions. The Personal Questions are asked when you reset your password of request your eOPF ID. The Helpdesk
Questions are asked by helpdesk administrators who reset the password for you.

Personal Questions.

Questions; however, custom
questions cannot be created for
Helpdesk Questions.

Select the drop-down menu and
choose Write your question.
Once chosen, a blank question
field is added, allowing user to
type a custom question. Click
Add.

Once a custom question is
created, it will always be listed in
the drop-down menu. Maximum
length for a question is 100
characters. There is no limit to
the number of custom questions
a user may create.

. . Personal Question 1: In what city did you meet your spouse/significant other? V| Green
3 the rlght Of the quesuon' Personal Question 2:  What Is the name of your favorite childhood friend? v| George
Security question answers are B oL e e come o Y e i I |
not validated for format or Helpdesk Questons
correctness (i.e. state, numbers, Helpdask Quastion 1411 What s your matemal grandmother's maiden name? T
or dates)_ Maximum |ength for Helpdesk Question 2 In what town was your first job? lHouston
an answer iS 35 CharaCterS. Helpdesk Question 3:  What is your dream car? V| Yetowstond x
Update Cancel
Usel' haS the ablllty to create WhoAml? | General Praferencos | Workflow Praforances | Changs Email | Emergency Data | Change Password | Change Security Quastions
custom questions for Personal Change Security Questions :

Purpose: The change questions feature allows you to modify the answers 1o the security questions, or select a different
question to answer.You can create your custom questions and provide answers. The custom questions are added Eo the list of
Personal Questions. The Personal QUeSOns are asked When you ESel Your PASSWord of Fequest your €0PF 0. The Helpdesk
Questions are asked by helpdesk administrators who reset the password for you.

Personal Quastions
Personal Question 1:
Personal Question 2

Personal Question 3: | Write your question

In what city did you meet your spousa/significant other?

What is the name of your favorite childhood friend?

v Green
v George

)

|| T |

Helpdesk Questions.

Helpdesk Question 1:  What Is your maternal grandmether's malden name? ~| Tom
Helpdesk Question 2 In what town was your first job? %] Houston
Helpdesk Question 3: What is your dream car? | V] Yellowstone
Update Cancel

A confirmation message states,
“Your question is added to the
Personal questions list.”

Select the drop-down menu

5 arrow again and choose a newly
created question. Type the
answer in the blank field to the
right.

WhoAmi? | General Preferences | Change Email

Change Security Questions :

Emergency Data  Change Password  Change Security Guestions

Purpose: The change questions feature allows you to medify the answers to the security questions, or select a different
question to answer.You can create your custom questions and provide answars. The custom questions are added to the list of
Personal Questions. The Personal Questions are asked when you reset your password or request your eOPF ID. The Helpdesk
Questions are asked by helpdesk administrators wha reset the password for you.

[m.mu.mmmmmm. ]

Personal Questions
Personal Question 1: In what city did you meet your spouse/significant other? FARGO
Personal Question 2: What is the name of your favorite childhood friend? v | JENNIE
Personal Question 3:  What was my horse's name? v | NEIGH
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Step

Action Screen Shot
To save, click the Update button Hotpcesk Quustions
below the questlons Helpdesk Quastion 1 What is your maternal grandmether’s maiden name? ~| Tom
6 Helpdesk Question 22 In what town was your first job? | Houston
Helpdesk Question 3:  What Is your dream car? | Yellowsiong
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