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Chapter 1: Introduction to eOPF

Electronic Official Personnel Folder (eOPF) is a system developed
as a management solution to handle official personnel files and to
simplify access to your own Official Personnel Folder (OPF). The
OPF contains Human Resources (HR) records and documents
related to federal civilian employees. An OPF is created when an
employee begins federal service and is maintained throughout the
employee’s career in accordance with United States Office of
Personnel Management (OPM) regulations. eOPF also refers to the
electronic form of your folder.

Guidance on what is filed in the eOPF can be found in the Guide to
Personnel Recordkeeping (GPR). The GPR is available at:

Link to Guide to Personnel Recordkeeping

eOPF provides electronic, Web-enabled access to OPFs for
employees, supervisors, and HR staff members to view eOPF
documents. All employees are able to view their own eOPF through
the eOPF Web interface.

eOPF has security measures in place to ensure the integrity of the
system. For example, users are able to view their own eOPF
documents, but cannot modify the documents. Additionally, all
activity performed in the eOPF is logged and can be accessed
through the reports function.

Note:

eOPF is not a vehicle through which documents can be modified.
Information found on SF 50/52s, benefits documents, etc. can be
modified through agency HR systems, Employee Benefits Information
Systems, etc.

eOPF has a variety of functions that are accessible depending
upon the role of the logged in user. This User Guide covers the
basic employee role and assumes you have working knowledge of
Microsoft Windows desktop. This User Guide covers topics for the
current version of eOPF. If you do not have access to the Internet
or to the eOPF application, please contact an eOPF administrator
to assist you with setup.
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Note:

This User Guide includes representative pages from eOPF but your
agency'’s system may be slightly different, depending on your agency’s
requirements. In addition, some functionality is optional and may or may
not be configured for your system.
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Chapter 2: Browser and Viewer Requirements

To access and utilize eOPF, you must use two basic off-the-shelf
software components: a Web browser application and Adobe
Acrobat Reader, called Adobe Reader in this document. The Web
browser enables you to view the various system pages such as
Logon and Search. Adobe Reader enables you to view documents.

Browsers

You can use commercially available Web browsers to access
eOPF. For best results, it is recommended that you use the latest
eOPF-certified version of Microsoft Internet Explorer.

Note:
eOPF v5 requires Internet Explorer users to disable the 'Compatibility
Mode' option to have Web pages appear correctly.

Note:

eOPF has a session timeout feature that uses pop-up window
functionality. If your browser or other software disables pop-up windows
from displaying, you may be unable to see inactivity warnings. Enabling
pop-ups for eOPF allows inactivity warnings to display to prevent you
from being logged out for inactivity without notice.

Downloading and Configuring the Viewer (Adobe Reader)

The eOPF stores documents as Portable Document Format (PDF)
files, which can be viewed and printed using Adobe Reader. If you
do not have Adobe Reader installed on your computer, it is
available as a free download on the Internet.

Note:
The Adobe Reader options should be set to not view inside the browser.

This option can be accessed by selecting Edit -> Preferences -> Internet
in Adobe Reader.
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Chapter 3: Getting Started with eOPF

Before you can perform any activity within eOPF, you need to log
on. Logging on requires that you have a valid user name and
password. Your user name (your eOPF ID) and password are
created either at system deployment or when you initially become
an employee. If you do not already have a user name and
password for eOPF, please contact an eOPF administrator to
obtain one. If you have a user name, but do not recall your
password, a Request a New Password link is available on the
eOPF Logon page. When selected, you are prompted to answer
some questions. If you answer correctly, you are allowed to reset
your own password. If you answer incorrectly, your information is
directed to the Helpdesk.

Note:

At this time, both Single Sign On and eAuthenticate initiatives are being
implemented for eOPF. When activated for your agency, you no longer
directly log into the eOPF application. You connect using an agency
portal or eAuthenticate portal, at which time the eOPF application’s eOPF
ID and password functionality is disabled.

Note:

After a number of consecutive failed attempts to log on to eOPF, you are
locked out of the system as a security precaution. The number of failed
attempts is configurable by the administrator and the default number is
three attempts.

In order to ensure the security of the eOPF, remember to safeguard
your user name and password. Some guidelines for password
security are:

¢ Do not share your password with anyone.
e Do not write your password down.

e Do not allow anyone to use eOPF with your user
name/password combination, because all eOPF system
actions are logged by user name.

After you log on to eOPF, you can change your password.
Additional eOPF features that you can use include changing your
email address, viewing and updating emergency data, and
accessing eOPF online help. If you do not see these features in
eOPF, your agency may have opted not to enable them.
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Logging on to eOPF

You must log on to eOPF each time you want to access the
system. After you log on to eOPF, you can change your password.
If this is the first time you log on to eOPF, you are directed to a
Security Profile page to configure your own self-service responses.

Note:
For PIV/CAC Authenticated Login skip to the next section.

To Log on to eOPF:

1. Launch the eOPF application by opening Internet Explorer
and entering your agency’s eOPF URL.
The eOPF User Agreement page displays. Above the

Accept button, the administrator may place a
system message advertising a specific maintenance event. At
other times, a problem message may be displayed and the

Accept button disabled.

This figure displays the eOPF User Agreement page.

This is an official United States Government computer system, which may be accessed and used only for official Government business by
authorized personnel. Unauthorized access or use of this computer system may subject violators to criminal, civil, and/or administrative
action.

All information on this computer system may be intercepted, recorded, read, copied, and disclosed by and to authorized personnel for
official purposes, induding criminal investigation. Access or use of this computer system by any person whether authorized or
unauthorized, constitutes consent to these terms.

Signing into this application indicates you have read and accepted the Full Terms and Conditions of Use, and you consent to secure testing
and menitoring.

Signing into this application indicates you have read and accepted the Privacy Policy, and you consent to secure testing and menitoring.

Signing into this application indicates you have read and accepted the Rules of Behavior, and you consent to secure testing and
monitoring.

QA Site 504

—
e0PF Server - 90099 | eopfhelpdesk@opm.gov | 1-866-275-8518

Note:
The URL address for eOPF is https://eopf.opm.gov/<your agency name>/

2. Read the User Agreement and click the T Accept
button.
An intermediate page is present while the system determines
the authentication mode. Currently, the majority of users are
sent to the traditional eOPF Logon page. However, some users
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have access to single sign on resources that bypass the eOPF
Logon page and take the user directly to the eOPF Welcome
page as shown after step 5.

This figure displays the Authentication Transition page.

2'e0PF - User Authentication in progress, please wait... - Microsoft Internet Explorer

©0PF - User Authentication in progress, please wait...

| &1 ore & Local ntranet

This figure displays the eOPF Logon page.

PIV or CAC Card

| Please make sure your card is plugged into the
reader

PIV OR CAC

SUBMIT || CLEAR

Login Help | Login FAQs | Contact eOPF Helpdesk eOPF Server - 99999
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3. [Ifusing PIVICAC Authentication to log in, skip to the next
section.

4. In the eOPF ID field, type your user name.

5. Type your password in the Password field.

6. Click the _l SUBMIT7 Submit button to activate the logon

process.
If you enter the correct information, the e OPF Welcome page
opens. Please read the contents of the Welcome page, as it
often has agency and security specific information. Under the
User Info portion of the page, your email address, the last date
you updated your emergency data, and your password
expiration time frame are displayed.

The following figure displays the e OPF Welcome page.

User Name: MANTLEL16, ALICE Help FAQ Home
Welcome to the eOPF System
My eOPF .
Search cOPF Introduction :
My Profile
Print Status Test This site was developed for e0OFF training. You have logged into the UAT INSTANCE, which contains folders and
Logout documents for you to use in becoming familiar with TRANSFER. Please note these TRANSFER training databases will be reset
to the original default settings every other Friday, at the close of business, beginning March 18, 2011. Any transfer processes
begun or completed will be erased.
Operational guidance and questions concerning specific functionally should be directed to your eOPF Project Manager. Short
video snippets on TRANSFER are available by dicking on https://eopf.nbc.gov/videos
OPM Web Page...
User Info:
Email: MANTLEA@XYZ.COM
Emergency Data last updated on:1/1/2000
Total Login Count: 21
Note:

If you are logging into eOPF for the first time, you may be prompted to
change your password. You will then be forwarded to the Security Profile
page to complete security questions, instead of going directly to the eOPF
Welcome page.

Note:

If you have not yet accepted the Rules of Behavior (or if the rules have
changed since you last accepted them) you are redirected to the Rules of
Behavior page. To proceed to eOPF you must read and accept the Rules
of Behavior. After accepting, you are taken to the eOPF Welcome page.

Note:
If you enter an incorrect password multiple times and get locked out, see
the Resetting Your Password topic in this guide.
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Logging on to eOPF (PIV/ICAC Authentication)

You must log on to eOPF each time you want to access the
system. If this is the first time you log on to eOPF, you are also
directed to a Security Profile page to configure your own self-
service responses.

To Log on to eOPF:

1. Launch the eOPF application by opening Internet Explorer
and entering your agency’s eOPF URL.

The eOPF User Agreement page displays. Above the | ACCEPT |
Accept button, the administrator may place a system message
advertising a specific maintenance event. At other times, a

problem message may be displayed making the | ACCEPT |
Accept button disabled.

This figure displays the e OPF User Agreement page.

This is an official United States Government computer system, which may be accessed and used only for official Government business by
authorized personnel. Unauthorized access or use of this computer system may subject violators to criminal, civil, and/or administrative
action.

All information on this computer system may be intercepted, recorded, read, copied, and disclosed by and to authorized personnel for
official purposes, induding criminal investigation. Access or use of this computer system by any person whether authorized or
unauthorized, constitutes consent to these terms.

Signing into this application indicates you have read and accepted the Full Terms and Conditions of Use, and you consent to secure testing
and menitoring.

Signing into this application indicates you have read and accepted the Privacy Policy, and you consent to secure testing and menitoring.

Signing into this application indicates you have read and accepted the Rules of Behavior, and you consent to secure testing and

monitoring.
QA Site 504
N
eOPF Server - 99999 | _ eopfhelpdesk@opm.gov. | 1-866-275-8518

Note:
The URL address for eOPF is https://eopf.opm.gov/<your agency name>/

2. Read the User Agreement and click the Accept
button.
Users are redirected to the eOPF Login page. (A few agencies
may have an alternate login method that does not use the
eOPF Login page).
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This figure displays the eOPF Login page.

PIV or CAC Card

Please make sure your card is plugged into the
reader

- |
— | LOGIN WITH YOUR

PIV OR CAC

SUBMIT | CLEAR

Login Help | Login FAQs | Contact eOPF Helpdesk eOPF Server - 99999

3. Click the Login with your PIV or CAC image. You will be
prompted for the certificate to be used based on what is
available from your workstation/PIV.

(Windows Secuity E

Select a Certificate

[— [ 'JSEI' name J
'i [Pass'.vnrd J
I -

P—

‘ m Issuer: Entrust Managed Services 55..,
WValid From: 10/14/2016 to 10/13/2019

P——

‘ ‘ Valid From: 8/21/2014 to 8/20/2017

[ ok || cancel |
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4. Select the certificate to be used to validate your PIV/ICAC.
Users must use the certificate that has “Client
Authentication” and “Smart Card Logon” capabilities (do
*not* use the certificate for Email Authentication).

Once selected, based on the workstation environment the
user has implemented, a prompt will appear asking for the
PIVICAC PIN. This example uses Actividentity software;
your prompts may look slightly different:

PIN Prompt:

ActivClient Login M

Actividentity

ActivClient

Flease enter your PIN.

5. If the PIN is not entered correctly the user is shown the
following message:

ActivClient Error Found ? P

— Prabler Encountered

The PIN yaou entered i incorect.

Y'ou have 4 PIN attempts left before your smart card will lock. Once
the card iz locked, pou cannot use it until unlocked with the help of
wour help desk.

Carnicel Fetmy
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6. If the correct PIN was entered and the user has previously
used PIV/ICAC authentication to access eOPF, they are
logged into eOPF and forwarded to the eOPF Welcome

page.

7. (NEW PIV REGISTRATION) If the correct PIN was entered
however the user has *not* accessed eOPF with PIV/ICAC
previously the user is directed to the PIV/ICAC Card
Registration Page:

PIV/CAC Card Registration

Your PIV or CAC Card has not been registered.
Please register below.

Pleaze fill out the fields balow and select the 'Ragister’ button to register your PIV or CAC card.

e0PF ID: A30-ADMIM

Password: | ............

W Register | Cancel

8. Enter eOPF ID and Password and click the Register
button to continue registering the account.
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9. |If the information provided *does not* match the
information in the eOPF system (or there is a problem with
your eOPF account), then a message displays explaining
the error. Below are errors that may be encountered:

eOPF Last Name does not match PIV Card:

We'are sorry, the last name associated with your
PIV/CAC card does not match your last name in
eOPF.

* Please return to the login page to try again or contact the helpdesk

for assistance.

eOPF ID/Password incorrect/not found:

We're sorry, we could not find a user with that
eOPF ID and password.

e You may Request Your eOPF ID, Request a New Password, Reset
Your Password or click on the links at the bottom of the page for
more help.

eOPF Account is locked:

(D We're sorry, your eOPF account is locked.

« Please return to the login page to try again or contact the helpdesk
for assistance.

eOPF Account is NOT ACTIVE:

@ We're sorry, your account in eOPF is NOT ACTIVE.

» Please return to the login page to try again or contact the helpdesk
for assistance.
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eOPF Password needs to be Reset:

We're sorry, your eOPF password needs to be
reset.

* You may Request Your eOPF ID, Request a New Password, Reset

Your Password or click on the links at the bottom of the page for
mare help.

eOPF Account start date has not been reached:

@ We're sorry, your start date is set for a future date.

¢ Please return to the login page to try again or contact the helpdesk
for assistance.

Note:
If you receive a different error response than the examples shown please

contact the helpdesk for assistance.
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10. If all the details provided in Step 8 (PIV/CAC Card
Registration) and the last name provided matches the
Common Name or Last name in the Certificate correctly,
then the following message displays.

@ PIV/CAC card registration is successful.

+ Select "Continue" to access eOPF.
+ Select "Cancel” to exit.

Clicking ET continue sends the user to the eOPF
Welcome page.
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Note:

If you are logging into eOPF for the first time you are forwarded to the
Security Profile page to complete security questions, instead of going
directly to the eOPF Welcome page.

Note:

If you have not yet accepted the Rules of Behavior (or if the rules have
changed since you last accepted them) you are redirected to the Rules of
Behavior page. To proceed to eOPF you must read and accept the Rules
of Behavior. After accepting, you are taken to the eOPF Welcome page.
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Login Help

For assistance with the eOPF Login page users can click the “Login
Help” link at the bottom of the e OPF Login page.

PIV or CAC Card

Please make sure your card is plugged

= | LOGIN WITH YOUR

P1V OR CAC
SUBMIT | CLEAR

Login Help, | Login FAQs | Contact eOPF Helpdesk eOPF Server - 99999

Clicking the link launches a new window displaying help information
to assist in using the eOPF Login page.

Login Help for New and Current Users

To use this document, click on the topic in blue {or press Ciri+Click) to take you to the answer.
NEW Users — click here for help

CURRENT USERS — click here for help

Login Help for NEW Users of eOPF

Accessing eOPF is simple and convenient. To access your eOPF, you need an eOPF ID and password, which
may be retrieved using the e0PF self-service feature. This Help page consists of three sections for NEW users.

Part 1: Obtain Your eOPF 1D for New Users
Part 2: Create an eQPF Password for New Users
Part 3: First Time eOPF Logon for New Users
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Login FAQ

To view Frequently Asked Questions about the eOPF Login
process, users can click the Login FAQs link at the bottom of the
eOPF Login page.

PIV or CAC Card

Please make sure your card is plugged
into the reader.

= |
=

| PIVORCAC
ii}l

SUBMIT | CLEAR

Login Help! | Login FAQs | Conts

Clicking the link launches a new window displaying Frequently
Asked Questions about the eOPF login process.

Login Frequently Asked Questions (FAQs) A

To use this document, click on the question (or press Ctri+Click] to take you to the answer.

How do | get an eOPF ID and password?

Will my password ever expire?

How do | change my password?

Does my password have to have certain characters?

Can | reuse a previous eOPF password?

Why did | get locked out of my account, and how do | fix it?
What are the security questions when | first log in used for?
How do | change my security questions?

How do | get an eOPF ID and password?
Logging in requires that you have a valid eOPF 1D and password. Your eOPF ID and password are created
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Contact eOPF Helpdesk

Occasionally eOPF users may need to submit help desk support
tickets for issues they may encounter. To submit a help request to
the eOPF Helpdesk, users can use the Contact e OPF Helpdesk
link at the bottom of the eOPF Login page.

PIV or CAC Card

Please make sure your card is plugged
into the reader.

F ARl L

& | PIVORCAC
ii]. | SUBMIT | CLEAR
e e

Qs | Contact cOPF Helpdesk

1. Click the Contact eOPF Helpdesk link at the bottom of the
page.
A new window displays the eOPF Incident Report Form. On
this form, users are able to specify details of their help request.

First Name: *

.
Address:
P

<o ogin 0 I

Contc etephone e [

Agency of o [Select Agency ~|

Category/ - [Select Category/Subcategory v|

Severiy:

Additional Information/Detailed

Description of Issue: * A
v

* Required Field
SubmitData | Clear |  Cancel
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Note:
Fields marked by a red asterisk (*) are required fields.

2. Complete the form including a description of the issue.
On this form users are able to specify details of their help
request. Please include any information that is relevant to the
issue.

3. Click the | ®ubmithata | §ybhmijt Data button.
The request is sent to the eOPF Helpdesk. If the request was
successfully sent, a confirmation message displays.

Your request has been sent to the eOPF Helpdesk.
Your reference number is 28.

Click here to close this window.

4. Click the Click here to close this window link.
The confirmation page closes and the eOPF Login page
reappears.
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First Time eOPF Login

The following assumes you have both an eOPF ID and a password.
If you do not have a password, go to the New User — Request
Password section of this guide. Upon logging into eOPF
successfully for the first time, you are required to change your
password.

If using your PIV/CAC card to log into eOPF, reference the
Logging on to eOPF (PIV/CAC Authentication) section.

The following image displays the Change your Password page.

Please Change your password
You must change your password.
Mote: Password must meet the following requirements:
At least one upper-case letter
At least one lower-case letter
At least one number
At least one special character
At least 12 characters in length
Old Password and New Password fields must be different
Mew Password and Verify Password fields must match

Old Password: | |

Mew Password: | |

Verify Password: | |

Reset Password Cancel

As a user completes each password requirement the indicator next
to the requirement will show a visible check mark.
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Please Change your password
You must change your password,
Mote: Password must meet the following requirements:
“’ At least one upper-case letter
< At least one lower-case letter
At least one number
At least one special character
At least 12 characters in length
<’ DId Password and New Password fields must be different
Mew Password and Verify Password fields must match

0Old Password: ||'Iil|l'."l |

Mew Password: |"I-I-“ .p|

Verify Password: | |

Reset Password Cancel

Once all password requirements are met and both the New

Password and Verify Password values match the ' _Reset Password
Reset Password button will be enabled.

Once this is complete, you are directed to a Security Profile. On this
page, you must answer security questions that are used to validate
your identity when using the self-service feature or contacting the
eOPF Helpdesk. You may also enter an email address for receiving
email notifications, and indicate to the eOPF application if you are
using assistive technology such as a screen reader. The Security
Profile page is shown below.
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Select and answer your security questions

Purpose: The following security questions will be used to verify your identity if you forget your password or eOPF ID. You can modify the
zZnswears using "My Profile’ after you login. You can create your custom guestions and provide answers. The custom guestions are added to the
list of Personal Questions.

Email Address: [CCGTEST.ORG
[] Check here, if you are using assistive technology? (ex: Screen Reader)

Personal Questions
Please select and answer three unigue personal guestions from the list provided below.

Personal Question 1: |In what city did you meet your spouse/significant other? v‘ ‘ |
Personal Question 2: |In what city did you meet your spouse/fsignificant other? v‘ ‘ |
Personal Question 3: |In what city did you meet your spouse/fsignificant other? v‘ ‘ |

Helpdesk Verification Questions
Please select and answer three unigue helpdesk questions from the list provided below.

Helpdesk Question 1: |What was your childhood phone number including area code? v\ ‘ |
Helpdesk Question 2: [What was your childhood phone number including area cods? v ‘ |
Helpdesk Question 3: |What was your childhood phone number including area code? v\ ‘ |

Note: Answers to the above questions are required to proceed into eOPF. Clicking Cancel will exit you out of the application.

Submit | Reset  Cancel

1. Complete the Security Profile.
Choose and answer three personal questions and three
helpdesk verification questions from the drop-down question
boxes. Optionally, enter email address and state if you are
using assistive technology such as a screen reader.

2. (Optional) Create your custom Personal question.
To create your own custom Personal Question, choose the
"Write your question" option from one of the Personal Question
drop-downs. A new "Specify your Question" row will appear
below the existing questions allowing you to write in your own
question.

The following figure displays the Security Questions page, with
the Write your Question and Specify your Question fields
highlighted.
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Select and answer your security questions

Purpose:; The following security questions will be usad to verify your identity if you forget your password or eOPF ID. You can modify the

answers using "My Profile’ after you login. You can create your custom guestions and provide answers. The custom guestions are added to the
list of Personal Questions.

Email Address: |CC@TEST.ORG
[ Check here, if you are using assistive technology? (ex: Screen Reader)

Personal Questions
Please select and answer three unique i from the list i helow

Personal Question 1:

1Q ion 2: | In what city did you meet your spouse/significant other? v\ ‘ |

Personal Question 3: | In what city did you meet your spouse/significant other? v‘ ‘ |

ooty e =]

Helpdesk Verification Questions

Please select and answer three unigue helpdesk il from the list i below.

Helpdesk Question 1: |Wnat was your childhood phene number including area code? v\ ‘ |
Helpdesk Question 2: [ What was your childhood phone number including area code? ~| ‘ |
Helpdesk Question 3:  [Whst was your childnood phone number including area code? ~| ‘ |

Note: Answers to the above guestions are required to procesd into e0PF, Clicking Cancel will exit you out of the application.

Submit | | Reset | Cancel

After entering the custom question, click the A4 . Add
button and a confirmation will appear. The custom question is
now available in the Personal Question drop-down list of
possible security questions.

Note:
Only the personal questions have the option for custom questions.
Helpdesk questions are static and cannot be changed.
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3. Click the ' SUP™! ' sypmit button.
If all information is complete, you are directed to the Rules of
Behavior page.

The following figure displays the Rules of Behavior page.

Rules of Behavior for eOPF

=ral employess and contractors entristed with respensibilties for maintzining, handlingand precessing Pll, have a critical rolein protecting the privacy of
als. They must understand and comphy with security responsibiliies and the rules of behavior tobe sllowed sccess wPIL
mportsnt to understand theimportance of securingand protecting PlI, and thersfore, agresto the folowing statements:

®  |will not disclse, without suthorization, any Fll, or any sensifive, classified, or companmentedinformation | access or learnas 3 resultof my privileged
user duties and aciviies. | will only disclose information with those who have an official need to know.

® | will protect all government-& sued equipment assignedto me from unauthorized access. | will never share my user identification, password/PIN, or
passwords with anyane.

® | will not use my privileged user sccess to obtan information or data forwhich | am not specifically suthorized, or for non-official pupaeses. | further
understand that investigation and monitoring of my “privileged™ wser acfivities may be conducted to ensur integrity of agenoy systems.

red, | willcollect the minimum amount of Fll reguired to accompishmy officid

® | will collect Pl only if required 1o do 50 by law or regulstion. Whenreg
T =n no longer nesded

duties, and delate Fll from the hard drive or ofher elecironic deviee(s)

encryption softwane isinstaled on sl government-iss ved computers and devices assignad to me. This indudes
es and USE flash drives.

® | will ensure sppropriste and suthorizes
Ny government-iss ued extemal has

#® \When slectronic transmission or physical transport of Pl is necessany, | will apply additional protecion measures. | will encryptor password-protect any
electronic communication or portable media thatcontains PIl. | will doublewrap any documents that must be trans poried throwgha ceriified delivery
service, and obizin tmcking information to confirm delivery.

1 will print paper copies of Pll only whe: utely necessany fo perform official duties. | will not store papercopes of Pll atmy residence, or authorized
telewark location, without the knowledge and approval of my supervEor. | will stor papercopies containing Pl in 3 secure, locked cabinet or ofher locked
storage contsiner.

# | wil read and understand sll banner pages andend use licansing sgreements.

# | will adhers to 3ll sddiional securiy and Pl fraining and procedures that arespecificto my positionand/or sgency.

| wil immedizel reportto my supenvisor and the OPM Situstion Room (202-418-0111 or silcomi@opm.gov) any incident wher Fl| or other sensitive

agency data may have been lost, stoen, or compromised while working within 2OFF sysiem.

| acknowledge failureto comply with theseres ponsibiliies may result in comective action, toinclude butnot limited to formd discipline up teremoval from federal
employment, andior suspensionot sysiem privieges. | turther acknowiedge any williul disclosure of 11 to any personar agency not entified o recemwe such
information may resultin possible crimins] prosscution and 3 fine.
1 undarstand hat the Liats Warehouse Frogam, SUH Fojedt Managameant Uthoe | MUY Iesenves the ngit, 1o 121minaits of SUspendmy 300855 anduse otthe
=0PF System, without notice, iftherais a vidation of these Rules of Behavior.

Accept Decline

4. Read the rules and click the Accept button to
accept the terms.
If Accept is chosen, you are directed to the eOPF Welcome
page. If Decline is chosen, you are logged out of eOPF and the
eOPF window closes.
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Request a New Password

If you are a new user to eOPF and do not yet have a password, but
have been assigned an eOPF ID, you can request a password
using the steps below.

To Request a New User Password:

1. From the eOPF Logon page, click the Request a New
Password link.
The Request a New Password page appears.

The following figure displays the Request a New Password

Request a New Password
Purpose: This feature allows you to request your new Password. Please enter information in the following
fields.
(Hint: @OPF ID = eDPF Login ID)
Last 5 digits of your SSN: le: 67800)
Lt N —
Submit Cancel
Note:

Cancel

You can exit the Request a New Password page by clicking the
Cancel button.

2. Fillin the fields on the page.
--Type your eOPF ID in the eOPF ID field.
--Type the last 5 digits of your SSN in the Last 5 digits of your
SSN field.
--Type your last name in the Last Name field.
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3. Click the suemit | Sybmit button.

The Request a New Password page refreshes, displaying a
message that the request was successful

The following figure displays the Request a New Password
page with the confirmation message.

@ New Password Request successful.

* Your password request has been processed.
* You will receive an email with further instructions.

* Please contact the helpdesk for assistance.

DO NOT INCLUDE YOUR SSM IN ANY CORRESPOMNDENCE WITH THE HELPDESK.

Click here to return to logon page.

Note:

Once you request a new user password, if the information you supplied is
validated, you are sent an email informing you that there was a request to
change your eOPF Password. The email includes a link to reset your
password and instructions on how to perform the reset password action.
The link expires after 4 hours for security reasons.

If your information fails to be verified, you receive an Access
Denied message, shown below. The message below is
referred to as an Access Denied message through the rest of

this topic.

& We're sorry but we're unable to process your Password Request!

+ Make sure that your eOPF ID, SSN, and Last Name are correct.
* Please contact the helpdesk for assistance.

DO MOT INCLUDE YOUR 55N IN ANY CORRESPONDENCE WITH THE HELPDESK.

Click here to return to logon page.
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If your information was verified, but your eOPF account does
not have a valid email address, then an email is sent to your
PO ID administrator stating that you requested your password
but do not have a valid email address in the system.

The following figure shows the confirmation message that you
do not have a valid email on file in eOPF.

@ New Password Request successful.

« Your password request has been processed, but you do not have an email
address on record.
« Please contact your Agency HR Representative for assistance.

Click here to return to logon page.

After you have contacted the Helpdesk and a valid email
address is in the system, repeat the Request a New Password
process. Upon verifying your information, an email will be sent
to you with instructions on resetting your password.
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Manually Changing Your Password
eOPF provides the ability for you to manually change your
password at any time.
To Change Your Password:

1. From the eOPF Welcome page, click the | My Profie My
Profile button.
The My Profile page appears with the Who Am I? tab active by
default.

The following figure displays the Who Am I? page.
WhoAmi?  General Preferences | Change Email | Emergency Data | Change Password | Change Security Questions

WhoAmI? :

Purpose: The WhoaAmI? feature provides a quick read-only listing about your account.

OK
Full Name: HIGHTOPL16, SUSAN TABITHA
Birth Date:
Email Address: HIGHTOPS@XYZ.COM
PO ID: 1601L
Org Code: o4c
Activity code: A
Group(s): 20PF Users

Folder Side{s) Accessible Overseas, Performance, Permanent, Temporary, Training
in Your eOPF:

Folder Side(s) Accessible

in Other e0PFs:

PO ID{s) Managed:

Folder Status: ACTIVE
Role: Basic User
Super Admin: No

Active Start Date:

Active End Date:
Password Login Count: 1
Total Login Count: 1

Certifying Official
Assigned:

Additional Rights:

2. From the WhoAmlI? page, click the Change Password
Change Password tab.
The Change Password page displays.

eOPF Employee User Guide v5.0.4 Chapter 3: Getting Started with eOPF 28



This figure displays the - Change Password | change
Password page.

Change Password :

Purpose: The Change Password feature allows you to change your current password to a new password.

Note: Password must meet the following requirements:
At least one upper-case letter

At least one lower-case letter

At least one number

At least one special character

At least 12 characters in length

0ld Password and New Password fields must be different
New Password and Verify Password fields must match

0ld Password:

New Password:

Verify Password:

Reset Password Cancel

3. Enter your current password in the Old Password field.

4. In the New Password field, enter your new password. As
each password requirement is met a checkmark indicator
is displayed next to the successful requirement.

Change Password :

Purpose: The Change Password feature allows you to change your current password to a new password.

Mote: Password must meet the following requirements:
< At least one upper-case letter
¥ At least one lower-case letter
< At least one number
At least one special character
At least 12 characters in length
< 0ld Password and New Password fields must be different
Mew Password and Verify Password fields must match

0ld Password: [ITTTY TR YT Y
New Password: sesssnses -
Verify Password:

Reset Password Cancel
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5. In the Verify Password field, enter your new password
again. Once all password requirements are met the

Reset Password | Raset Password button is enabled.

6. Click the ResetPassword | Raget Password button, which
updates your new password in the eOPF.

Note:

You can cancel the password change by clicking the
button.

Cancel Cancel
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Resetting Your Password

If you forget your password, you can request that your password be
reset using the Request a New Password link on the e OPF Logon
page. This link brings you to the Request a New Password page.
This page prompts you for your eOPF ID, the last five digits of your
SSN, and your last name. When you select the Request a New
Password link, the entries you made are compared against data in
the eOPF employee information repository. If all three entered
values match the stored values, then eOPF prompts you to answer
one of your personal security questions.

If you answer the question successfully (or have not yet configured
your security questions), you will be sent an email with a link to
reset your password and instructions on how to perform the action.
The link expires after 4 hours for security reasons.

Note:
If your account is locked out because of entering an incorrect password
multiple times, use the following process to unlock your account.

If the values you entered do not match the values held in the eOPF
repository, you are prompted to contact the eOPF Helpdesk.

To Request a Password Reset:

1. From the eOPF Logon page, click the Request a New
Password link.
The Request a New Password page appears.

The following figure displays the Request a New Password

Request a New Password
Purpose: This feature allows you to request your new Password. Please enter information in the following
fields.
(Hint: @0PF ID = e0PF Login ID)
Last 5 digits of your SSN: ( le: 67300)
Lot N ]

Submit Cancel

2. Fillin the fields on the page.
--Type your eOPF ID in the eOPF ID field.
--Type the last 5 digits of your SSN in the Last 5 digits of your
SSN field.
--Type your last name in the Last Name field.
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3. Click the 3™t | Submit button.
Upon successfully verifying your information, the system
displays a drop-down list of challenge questions that you
should know the answer to.

The following figure displays an example Answer Security
Question page.

Answer Security Question

To complete your identification process please answer one of the following security questions.

What was your childhood nickname? V| ‘
Submit Cancel
Note:
If you have not yet configured your security questions then proceed to
step 4.
Note:

A failure to answer the challenge question correctly results in the
following error message.

Answer Security Question
“four answer to the selected gquestion is incorrect. Please try again or select another guestion to answer. You only have 2 attempt(s) remaining.
To your i i ion pi please answer one of the following security questions.

|In what city did you meet your spouse/significant other? V|| |

Submit Cancel

After three incorrect attempts, you will see the following error message.

& We're sorry but we're unable to process your Password Request!

* You have exceeded the maximum allowed attempts.
* Please return to the logon page to try again or contact the helpdesk for
assistance.

DO NOT INCLUDE YOUR 55N IN ANY CORRESPONDEMNCE WITH THE HELPDESK.

Click here to return to logon page.

Three incorrect attempts will instruct you to contact the eOPF Helpdesk
for assistance.
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4. Click the '™ | Submit button.
If you answer the question successfully (or have not yet
configured your security questions), you will be sent an email
with a link to reset your password and instructions on how to
perform the action. The link expires after 4 hours for security
reasons.

The following figure displays the confirmation message that
your request was successful.

@ New Password Request successful.

* Your password request has been processed.
+ You will receive an email with further instructions.
* Please contact the helpdesk for assistance.

DO NOT INCLUDE YOUR 55N IN ANY CORRESPOMDENCE WITH THE HELPDESK.

Click here to return to logon page.

The following figure displays the Reset Your Password page,
which is launched by the link in the email.

Reset your password

Mote: The link provided in your password reset email expires within 24 hours of submitting your password
request.
Please comp the ing p pts.

e0PF ID (Hint: eDPF ID = eOPF Login ID):

Last 5 digits of your SSN (Example: 67890):

| |
| |
Last Name: | |
| |

|In what city did you meet your spouse/significant other? vl

Submit Cancel

Note:

If you do not have an email address on file, you must contact your agency
HR representative. An email is automatically sent to the PO ID
administrator notifying them of your request. It does not contain any
information or token to reset your password.

Note:
If you have not previously completed your security questions you will not
be prompted for the answer to your security question.
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5. Enter your eOPF ID, Last 5 digits of your SSN, Last Name,
answer to the security question (if prompted) and then
click the ' stmt ' Sybmit button.

If the information is valid you are taken to the Please reset your
password page.

The following figure displays the Please reset your password
page.

Please reset your password

Purpose: Please enter a new password below and click on "Reset Password". After successfully creating the
new password, you will be redirected to the Logon page. Use your newly created password to logon to eOPF.

Note: Password must meet the following requirements:
At least one upper-case letter
At least one lower-case letter
At least one number
At least one special character
At least 12 characters in length

New Password and Verify Password fields must match

New Password: ‘ ‘

Verify Password: ‘ ‘

Cancel

6. Inthe New Password field, enter your new password. As
each password requirement is met a checkmark indicator
is displayed next to the successful requirement.

Please reset your password

Purpose: Please enter a new password below and click on "Reset Password". After successfully creating the
new password, you will be redirected to the Logon page. Use your newly created password to logon to eQPF.

Note: Password must meet the following requirements:
< At least one upper-case letter
<7 At least one lower-case letter
<7 At least one number
At least one special character
At least 12 characters in length
New Password and Verify Password fields must match

New Password: [socecccsed =]

Verify Password: | |

Reset Password Cancel
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7. In the Verify Password field, enter your new password
again. Once all password requirements are met the

Reset Password | Raset Password button is enabled.

8. Click the ResetPassword | Reset Password button, which
updates your new password in the eOPF.
The eOPF Logon page will display allowing you to log in with
your new password.

Note:

Password reset links expire 4 hours after the email is sent. Users
attempting to use an expired link will receive a message explaining that
the link they provided has expired and they should resubmit the password
reset request.
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Forgotten eOPF ID Process
If you have forgotten your eOPF ID, you must go through several
security steps to retrieve it.

1. From the eOPF Logon page, click the Request Your eOPF
ID link.
The Request Your eOPF ID page appears.

The following figure displays the Request Your e OPF ID page.

Request Your eOPF ID

Purpose: This feature allows you to request your eOPF ID. Please enter information in the following fields.

Last 5 digits of your S5N: ( le: 67890)
=

Date Of Birth: (mm/dd/yyyy)

Submit Cancel

2. Fillin the fields on the page.
--Type the last 5 digits of your SSN in the Last 5 digits of your
SSN field.
--Type your last name in the Last Name field.
--Type your date of birth into the Date of Birth field.

3. Click the ' sutmt | Syubmit button.
Upon successfully verifying your information, the system
displays a drop-down list of challenge questions that you
should know the answer to.

The following figure displays an example Answer Security
Question page.

Answer Security Question

To complete your identification process please answer one of the following security questions.

‘What was your childhood nickname? V| ‘
Submit Cancel
Note:
If you have not yet configured your security questions then proceed to
step 4.
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Note:
A failure to answer the challenge question correctly results in the
following error message.

Answer Security Question
Your answer to the selected question is incorrect, Please try again or select ansther question to answer, You only have 2 attempt{s) remaining.

To complete your identification process please answer one of the following security questions.

|In what city did you meet your spouse/significant other? V|| |

Submit Cancel

After three incorrect attempts, you will see the following error message.

& We're sorry but we're unable to process your Password Request!

* You have exceeded the maximum allowed attempts.
* Please return to the logon page to try again or contact the helpdesk for
assistance.

DO NOT INCLUDE YOUR S5NM IN ANY CORRESPONDENCE WITH THE HELPDESK.

Click here to return to logon page.

Three incorrect attempts will instruct you to contact the eOPF Helpdesk
for assistance.

4. If you correctly answered the challenge question, then you
will be sent an email containing your eOPF ID.

Note:

If you do not have an email address on file, you will not receive the email
containing your eOPF ID and must contact your agency HR
representative. An email will be sent to the PO ID administrator containing
your eOPF ID and letting them know you do not have a valid email
address on file.

@ e0OPF ID Request successful.

* Your eOPF ID request has been processed.
* You will receive an email with further instructions.
* Please contact the helpdesk if you don't receive an email.

DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELPDESK.

Click here to return to logon page.
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Using the Main Menu Buttons

The eOPF main menu buttons display in the left hand margin of
your browser page. The following list describes the eOPF main
menu buttons.

Menu Option Description

My eOPF Displays all of the contents of your eOPF. You
can select individual documents for viewing or
printing. See the Viewing Your Entire eOPF
section of this guide for details. You can also filter
the contents of your eOPF. See the Searching for
Specific Documents in Your eOPF section of this
guide for more details.

Search eOPF Displays the Search page from which you can
search for specific documents in your eOPF. You
can view or print documents using this option.
See the Searching for Specific Documents in your
eOPF section of this guide for more details.

My Profile Displays the General Preferences page where
you can set general settings such as the Default
Forms List (provided on the Search page), and
the number of rows to return in search results.
Other tabs may include the ability to
change/update your email, password, security
questions, and emergency data.

Print Status Displays the Print Status of Print Requests from
the My eOPF and Clip Folder pages.

Logout Logs you out of eOPF. See the Logging Out of
eOPF section of this guide for more details.
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My Profile

The SN My Profile button allows you to access the

information the eOPF application maintains regarding your account.
Tabs are listed across the top of the My Profile page that allow you
to manage your preferences, email options, emergency data,
password, and personal security questions. If a tab listed below
does not appear within eOPF, it is possible that your agency has
disabled that feature.

eOPF Employee User Guide v5.0.4 Chapter 3: Getting Started with eOPF 39



Who Am 1?

This feature provides a way for you to get a quick and consolidated
view of information about your user account.

1. Click the | My Frome My Profile button on the eOPF main
menu.
The My Profile page appears with the Who Am 1?7 page
showing by default.

The following figure displays the Who Am I? page.

WhoAmi?  General Preferences | Change Email | Emergency Data| Change Password | Change Security Questions

WhoAmI? :

Purpose: The WhoaAmI? feature provides a quick read-only listing about your account.

OK
Full Name: HIGHTOPL16, SUSAN TABITHA
Birth Date: aepeapenss Shaow
Email Address: HIGHTOPS@XYZ.COM
PO ID: 1601L
Org Code: o4c
Activity code: A
Group(s): e0PF Users

Folder Side(s) Accessible Overseas, Performance, Permanent, Temporary, Training
in Your 2OPF:

Folder Side{s) Accessible

in Other e0PFs:

PO ID{s) Managed:

Folder Status: ACTIVE
Role: Basic User
Super Admin: No

Active Start Date:

Active End Date:

Password Login Count: 1
Total Login Count: 1
Certifying Official
Assigned:

Additional Rights:
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Changing Your Preferences

The eOPF application allows you to set specific preferences when
using the application.

From the General Preferences tab, you can set the search filter
called Forms, provided on the Search page. You also can set the
number of rows and columns to display in search results. This
display setting helps HR specialists and administrators control long
lists within the administration pages of eOPF. The filter on the
Forms returned improves performance by reducing the size of the
list transmitted to your Web browser. If you select All Forms, your
list may exceed 300 forms.
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To Change Your Preferences (General):

1. Click the | MProfie My Profile button on the eOPF main
menu.
The My Profile page appears with the Who Am I? tab active by
default.

The following figure displays the Who Am 1? page.
WhoAmi?  General Preferences | Change Email | Emergency Data| Change Password | Change Security Questions

WhoAmI? :

Purpose: The WhoaAmI? feature provides a quick read-only listing about your account.

OK
Full Name: HIGHTOPL16, SUSAN TABITHA
Birth Date: e Shaow
Email Address: HIGHTOPS@XYZ.COM
PO ID: 1601L
Org Code: o4c
Activity code: A
Group(s): e0PF Users
Folder Side(s) Accessible Overseas, Performance, Permanent, Temporary, Training
in Your eOPF:
Folder Side(s) Accessible
in Other eOPFs:
PO ID{s) Managed:
Folder Status: ACTIVE
Role: Basic User
Super Admin: No
Active Start Date:

Active End Date:

Password Login Count: 1
Total Login Count: 1
Certifying Official
Assigned:

Additional Rights:
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2. Click the

General Preferences

General Preferences tab at the

top of the page.
The Preferences — General Preferences page appears.

The following figure displays the General Preferences page.

WhoAmI? | General Preferences  Change Email | Emergency Data| Change Password | Change Security Questions

Preferences - General Preferences :

Purpose: This feature allows you set your preferences whenever you login to 0PF, Choose the settings that you would like
to see during document and folder search.

Apply Cancel

MNumber of Rows per
Page (Display):

Select Results Display
(Folder):

Select Default Folder
sides:

Select Default Search
Option (Forms):

Select Results Display
(Document):

Are you using assistive
technology?
(ex: Screen Reader)

20

& Display SSN column with Folder results
™ Display Last Name column with Folder results
Display First Name column with Folder results

[ Select Al

[ Temporary[] Permanent[] Performance[] Training[11 9

@ Ccommon FormsC All FormsC Agency Forms

Display Form Number column with Document results

[ Display Form Description column with Document results

™ Display Type Description column with Document results

& Display NOA Code 1 column with Document results
Display NOA Code 2 column with Document results

[ Display Side by Side column with Document results
Display Create Date column with Document results

i Display Folder Side column with Document results

[ Display Exception Comment column with Document results
[ Display Print column with Document results

® NoC Yes

3. Type your desired number of rows per page in the Number
of Rows per Page (Display) field.

4. Select which fields you’d like to see in the search results
list displayed at the folder level.
The choices are: Social Security Number (SSN), First Name,

and Last Name.

Note:

The SSN field is used as a link to open the folder so if it is not visible, you
must click on “ ‘Open’ folder icon.

5. Select which folder sides you would like to see in the
search results list displayed at the folder level by default.
The choices are dependent on what your agency currently has

configured.
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6. Select the Default Search Option (Forms) you desire.
The choices are: Common Forms, All Forms, and Agency
Forms. The Common Forms option is a predetermined list of
forms commonly found in the OPF. The All Forms option
produces a very large list of all possible forms including a mix
of agency specific and federal forms. The Agency Forms option
produces a list of forms that are owned by the particular
agency in which you are an active employee.

7. Select which fields you would like to see in the search
results list displayed at the document level.
The choices are: Form Number, Form Description, Type
Description, NOA Code 1, NOA Code 2, Side by Side, Create
Date, Side, Exception Comment, and Perint.

Note:
The Form Number field is used as a link to open the document, so if it is

not visible you must click on the @ View document icon.

8. Indicate whether you are using assistive technology using
the check box at the top of the page.
Use this option to improve performance only when using
assistive technology software such as JAWS. This mode alters
the pages so that accessibility tools can perform actions and
receive prompts for action. Select the No option to re-enable
the standard page display.

9. Click the . APPY | Apply button.
If successful, the General Preferences page displays a
confirmation message stating “User Preference settings
updated”.

Note:

To cancel and return to eOPF Welcome page, click the | _“@¢¢ | Cancel
button.

The following figure displays the General Preferences page
with a confirmation message.

Preferences - General Preferences :

Purpose: This feature allows you set your preferences whenever you login to €OPF. Choose the settings that you would like to see
during document and folder search.

User Preference settings updated.
Apply Cancel 1

Number of Rows per Fage (Display):
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Changing Your Email Address

The eOPF application notifies you via email when new eOPF
documents are added. If your email address changes, it is
important that you update it in the system. eOPF has the capability
to enable users to change their email address. If the Change Email
tab is not visible, it is possible your agency has chosen not to
enable the feature.

To Change Your Email Address:

1. Click the | MProfie My Profile button on the eOPF main
menu.
The My Profile page appears with the Who Am I? tab active by
default.

The following figure displays the Who Am I? page.
WhoAmi?  General Preferences | Change Email | Emergency Data| Change Password | Change Security Questions

WhoAmI? :

Purpose: The WhoaAmI? feature provides a quick read-only listing about your account.

OK
Full Name: HIGHTOPL16, SUSAN TABITHA
Birth Date:
Email Address: HIGHTOPS@XYZ.COM
PO ID: 1601L
Org Code: o4c
Activity code: A
Group(s): 20PF Users

Folder Side(s) Accessible Overseas, Performance, Permanent, Temporary, Training
in Your eOPF:

Folder Side(s) Accessible

in Other e0PFs:

PO ID{s) Managed:

Folder Status: ACTIVE
Role: Basic User
Super Admin: No

Active Start Date:

Active End Date:

Password Login Count: 1
Total Login Count: 1
Certifying Official
Assigned:

Additional Rights:
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2. Click the | chnecEmail - Change Email tab at the top of the

page.
The Change Email page appears.

The following figure displays the Change Email page.

Email Address :

Purpose: The eOPF system can automatically inform you every time a document is added to your eOPF. To receive a
netification, please insert the email address you would like this notice sent to into the email address block below. You may
change this address whenever you would like. If you do not enter an address you will not receive any email notification.

Your Email Address:  A16ADMIN@XYZ.COM

Update || Cancel

3. Type your email address in the Your Email Address field.

4. Click the U"ri | Update button.
The eOPF Welcome page appears with the updated email
address displayed.

The following figure displays the Change Email tab with a
confirmation message.

Emiail Address :

Purpose: The e0PF system can automatically inform you every time a document is added to your eOPF. To receive a
notification, please insert the email address you would like this notice sent to into the email address block below. You may
«change this address whenever you would like. If you do not enter an address you will not receive any email notification.

E‘nail Address updated successfulla

Your Email Address:  A1GADMIN@XYZ.COM

Update Cancel

The email address is also immediately changed in the User
Info section of the Welcome page.

Welcome to the eOPF System

Introduction :

Test This site was developed for eOPF training. You have logged into the UAT INSTANCE, which contains folders and
documents for you to use in becoming familiar with TRANSFER. Please note these TRANSFER. training databases will be reset
to the original default settings every other Friday, at the close of business, beginning March 18, 2011. Any transfer processes
begun or completed will be erased. Cool!!!

Operational guidance and questions concerning specific functionally should be directed to your eOPF Project Manager. Short
video snippets on TRANSFER are available by dlicking on https://eopf.nbc.gov/videos

OPM Web Page...
User Info:

Email: A16ADMIN@XYZ.COM
Emergency Data last updated on:1/1/2000

Note:

You can exit the Change Email page by clicking the ' 2"¢¢! | Cancel
button and return to the eOPF Welcome page.
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Viewing and Updating Emergency Data

The My Profile section allows you to enter emergency contact
information. This information is available to your supervisor and/or
HR personnel for emergency use only. If the Emergency Data tab is
not visible, it is possible your agency has chosen not to enable the
feature.

To View and Update Emergency Data:

1. Click the | My Frome My Profile button on the eOPF main
menu.
The My Profile page appears with the Who Am I? tab active by
default.

The following figure displays the Who Am I? page.

WhoAmi?  General Preferences | Change Email | Emergency Data| Change Password | Change Security Questions

WhoAmI? :

Purpose: The WhoaAmI? feature provides a quick read-only listing about your account.

OK
Full Name: HIGHTOPL16, SUSAN TABITHA
Birth Date:
Email Address: HIGHTOPS@XYZ.COM
PO ID: 1601L
Org Code: o4c
Activity code: A
Group(s): 20PF Users

Folder Side(s) Accessible Overseas, Performance, Permanent, Temporary, Training
in Your 2OPF:

Folder Side{s) Accessible

in Other e0PFs:

PO ID{s) Managed:

Folder Status: ACTIVE
Role: Basic User
Super Admin: No

Active Start Date:

Active End Date:

Password Login Count: 1
Total Login Count: 1
Certifying Official
Assigned:

Additional Rights:
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2. Click the  Ememencybala | Emergency Data tab at the top of
the page.
The Emergency Data page appears. See figure below.

WhoAml? | General Preferences | Change Email | Emergency Data  Change Password | Change Security Questions
Emergency Contact Information :

ENTRY OF THE FOLLOWING INFORMATION [S VOLUNTARY.

Disdosure Statement: Emergency Data is used to notify your designated individuals should you become ill or injured during work.
It iz available to your supervisor and Human Resource personnel and is only to be used for emergency situations. Only the employee is authorized to perform an update.

Apply Cancel

User Info:
Last Name: HIGHTOPL16 First, Middle Name: SUSAN, TABITHA TInitials: SH
Last Updated: 1/1/2000

Home Address: 150 HOME STREET Work Address:

Address (cont): Bldg Name/Location:

City: HOME TOWN City:

EEE e State:

Zip/Postal Code: Jeieieiend Zip/Postal Code:

Country: UNITED STATES . UNITED STATES ﬂ
Notify First: Notify Second:

Last Nama: Last Name:

First Name: First Name:

Relationship: Relationship:

Street 1: Street 1:

Street 2: Street 2:

City: City:

3. Edit the desired fields and click the ' 4Y | Apply button.
The Emergency Data page reappears, displaying the message:
“‘Emergency data updated successfully”.

Note:

You can exit the Emergency Data page by clicking the | €@l . Cancel
button and return to the eOPF Welcome page.
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Managing Your eOPF Password

The following topics are only relevant to you if you are using the
traditional e OPF Logon page requiring an eOPF ID and password.

As the Federal Government implements Single Sign On and
eAuthenticate technologies, the need to maintain an eOPF specific
eOPF ID and password cease to exist.
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Password Policies

Passwords are used in conjunction with a user name to gain
access to eOPF. eOPF passwords must adhere to the
requirements defined by the eOPF administrator. The following
password restrictions can be enabled by the eOPF administrator:

e Minimum number of characters (the default number is 12
characters)

e May contain up to 100 characters

e May contain spaces, including spaces at the beginning or
end of a password (i.e., ‘The 2 dogs are barking! ’)

e Contain at least one uppercase letter (i.e., ‘A’)
e Contain at least one lowercase letter (i.e., ‘@’)
e Contain at least one number (i.e., ‘“1’)

e Contain at least one special character:
#E%& () +,-./;<=>2@[\]1"_"{I}~

e Password expiration period

For example, your eOPF password can be set to expire every 60
days. When your password expires, you are forced to select a new
one the next time you log in before proceeding with any other
functions.

Note:
These password requirements may change since the eOPF administrator
can configure the password requirement settings.
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Manually Changing Your Password

eOPF provides the ability for you to manually change your
password, at any time, prior to the 60-day expiration date.

1. Click the | M Frome My Profile button on the eOPF main
menu.
The My Profile page appears with the Who Am I? tab active by
default.

The following figure displays the Who Am I? page.

WhoAmi?  General Preferences | Change Email | Emergency Data| Change Password | Change Security Questions

WhoAmI? :

Purpose: The WhoaAmI? feature provides a quick read-only listing about your account.

OK
Full Name: HIGHTOPL16, SUSAN TABITHA
Birth Date: aepeapenss Shaow
Email Address: HIGHTOPS@XYZ.COM
PO ID: 1601L
Org Code: o4c
Activity code: A
Group(s): e0PF Users

Folder Side(s) Accessible Overseas, Performance, Permanent, Temporary, Training
in Your 2OPF:

Folder Side{s) Accessible

in Other e0PFs:

PO ID{s) Managed:

Folder Status: ACTIVE
Role: Basic User
Super Admin: No

Active Start Date:

Active End Date:

Password Login Count: 1
Total Login Count: 1
Certifying Official
Assigned:

Additional Rights:
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2. Click the | cranerasswod - Change Password tab at the top of
the page.
The Change Password page appears.

The following figure displays the Change Password page.
Change Password :

Purpose: The Change Password feature allows you to change your current password to a new password.

Note: Password must meet the following requirements:
At least one upper-case letter

At least one lower-case letter

At least one number

At least one special character

At least 12 characters in length

0ld Password and New Password fields must be different
New Password and Verify Password fields must match

0ld Password:

New Password:

Verify Password:

Reset Password Cancel

3. Enter your current password in the Old Password field.

4. In the New Password field, enter your new password. As
each password requirement is met a checkmark indicator
is displayed next to the successful requirement.

Change Password :

Purpose: The Change Password feature allows you to change your current password to a new password.

Note: Password must meet the following requirements:
< At least one upper-case letter
< At least one lower-case letter
< At least one number
At least one special character
At least 12 characters in length
< 0ld Password and New Password fields must be different

MNew Password and Verify Password fields must match

0ld Password: [ITTTR TR TL Y
New Password: ITTTT YT -
Verify Password:

Reset Password Cancel
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5. In the Verify Password field, enter your new password
again. Once all password requirements are met the

Reset Password | Raset Password button is enabled.

6. Click the ResetPassword | Reset Password button, which
updates your new password in the eOPF.
The Change Password page reappears, displaying the
message: “Password updated successfully”.

Note:

Password settings are configurable by your eOPF administrator. Typical
settings include required password length and track password history.
When changing passwords, there are a few guidelines to follow:

e Passwords cannot be reused for a number of iterations.

o Passwords must be complex (minimum 12 characters, contain at least
one upper-case letter, contain at least one lower-case letter, contain
at least one number, and contain at least one special character
[examples are ! # $ ~ or *]).

o Passwords must not contain identical, repetitive characters.
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Change Security Questions

eOPF provides the ability for you to manually change your security
questions at any time.

1. From the eOPF Welcome page, click the | M Frofi My
Profile button.
The My Profile page appears with the Who Am I? tab active by
default.

The following figure displays the Who Am I? page.

WhoAmi?  General Preferences | Change Email | Emergency Data| Change Password | Change Security Questions

WhoAmI? :

Purpose: The WhoaAmI? feature provides a quick read-only listing about your account.

OK
Full Name: HIGHTOPL16, SUSAN TABITHA
Birth Date: aepeapenss Shaow
Email Address: HIGHTOPS@XYZ.COM
PO ID: 1601L
Org Code: o4c
Activity code: A
Group(s): e0PF Users

Folder Side(s) Accessible Overseas, Performance, Permanent, Temporary, Training
in Your 2OPF:

Folder Side{s) Accessible

in Other e0PFs:

PO ID{s) Managed:

Folder Status: ACTIVE
Role: Basic User
Super Admin: No

Active Start Date:

Active End Date:

Password Login Count: 1
Total Login Count: 1
Certifying Official
Assigned:

Additional Rights:
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2. Click the Change Security Questions Change Security
Questions tab.
The Change Security Questions page appears.

The following figure displays the Change Security Questions
page.
Change Security Questions :

Purpose: The change questions feature allows you to modify the answers to the security questions, or select a different question to
answer. The Personal Questions are asked when you reset your password or request your eOPF ID. The Helpdesk Questions are asked
by helpdesk administrators who reset the passwaord for you.

Personal Questions

Personal Question 1: What is your hometown?(Max 35 chars) El
Personal Question 2: What is the name of the hospital you were born in?(Max 35 chars) El
Personal Question 3: What is the color of your mother's eyes?(Max 35 chars) El
Helpdesk Questions

Helpdesk Question 1 ‘What is the name of your high school ?(Max 35 chars) E|
Helpdesk Question 2 ‘What is your favorite time of the year?(Max 35 chars) E|
Helpdesk Question 3: What is or was your major in college?(Max 35 chars) EI

Update Cancel

3. Choose which security question you would like to change
by clicking the drop-down to the left.
Once your question is selected, type the new answer in the box
to the right of the question.

4. Repeat Step 3 for each question you would like to change.

5. To save, click the ' 'rdc ' Update button below the
questions.

6. If you do not want to save the changes, click the ' tacel
Cancel button.
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Accessing Online Help

You can access eOPF online help by clicking the Help link at the
top of the eOPF page. From the Help page, you can jump to topics
of interest.

The following figure shows the eOPF Welcome page with the Help
link circled.

User Name: HIGHTOPL16, SUSAN TABITHA FAQ Home

Welcome to the eOPF System

Introduction :

This site was developed for e0PF training. You have logged into the UAT INSTANCE, which contains folders and documents
for you to use in becoming familiar with TRANSFER. Please note these TRANSFER training databases will be resst to the
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Accessing Frequently Asked Questions

For additional online help, you can view the Frequently Asked
Questions (FAQ) page. Click the FAQ link at the top of any eOPF
page to access the FAQs.

The following figure displays the eOPF Welcome page with the
FAQ link circled.

User Name: HIGHTOPL16, SUSAN TABITHA Help Home

Welcome to the eQOPF System
Introduction :

This site was developed for e0PF training. You have logged into the UAT INSTANCE, which contains folders and documents
for you to use in becoming familiar with TRANSFER. Please note these TRANSFER training databases will be reset to the

Accessing the FAQ page allows access to current eOPF
information. For example, the FAQ page may post information
about:

e Definition of the eOPF solution

e What’s new in eOPF

e Discussion of technical issues

e How to contact eOPF support, and

e General information about eOPF access
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Home link

You can return to the eOPF Welcome page at any time by clicking
the Home link at the top of any page.

The following figure shows the Emergency Contact Information
page with the Home link circled.

WhoAmi? | General Preferences | Change Email [ Change Password | Change Security Quesfions
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Logging Out of eOPF

In order to ensure the security of eOPF, remember to log out of the
system when you are finished.

Note:
You are automatically logged out of the eOPF system after the system is
idle for 15 minutes. This setting is configurable by the administrator.

The following figure displays the eOPF Welcome page with the
Logost Logout button circled.

User Name: HIGHTOPL16, SUSAN TABITHA Help FAQ Home

Welcome to the eOPF System

My eOPF
= Introduction :
My Profile
Print Status This site was developed for 2OPF training. You have logged into the WAT INSTANCE, which contains folders and documents
for you to use in becoming familiar with TRANSFER. Please note thess TRANSFER training databases will be resst to the
original default settings every other Friday, at the close of business, beginning March 18, 2011, Any transfer processes begun

or completed will be erased!

Operational guidance and questions concerming specific functionally should be directed to your 0PF Project Manager. Short
video snippets on TRANSFER are available by dlicking on https://eopf.nbe.gov/videos

To Log Out of eOPF:

1. Click the | teseu Logout button.
A log out confirmation pop-up appears.

The following figure displays the log out confirmation pop-up.

Message from webpage ﬁ

|el Do you want to Logout of eOPF?

2. Click the L | OK button to log out of eOPF and
automatically close the browser window.

-OR-

Click the Cancel button to return to eOPF and
continue working.
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Session Timeout

For security purposes, your eOPF session will terminate if there is
no activity for an amount of time set by the system administrator,
typically 15 minutes.

You are prompted when you are two minutes from being logged out
for inactivity. The countdown is updated every 10 seconds until the
two minutes have passed. The automatic log out includes closing of
browser window. Make sure that pop ups are enabled in your
browser so you will see this warning message.

Session Timeout Process:

1. After inactivity for an amount of time set by your
administrator, you receive a Session Timeout pop-up
warning.

The following figure displays the Session Timeout pop-up.

2. At this point, you have 120 seconds to either:

Continue — the eOPF page refreshes and resets all inactivity
timers

-OR-

Quit — the session terminates immediately and the browser
window closes.

Note:
If you do not respond to the Session Timeout pop-up within two minutes,
a session termination results and the browser window closes.
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Chapter 4: Viewing Documents

eOPF manages personnel documents by organizing them into
folders, or eOPFs. A folder is created for to hold an employee’s
records. Individual documents and forms are filed in chronological
order in the individual eOPFs. Each eOPF contains all the
documents that are appropriately retained in an OPF in accordance
with OPM guidelines in the same manner that the traditional paper-
based folders hold the paper personnel documents. The electronic
folders that eOPF manages are organized and stored in
accordance with OPM guidelines.

eOPF was designed to give you maximum flexibility in viewing your
personnel-related documents. You are able to view and print these
documents online using eOPF.

The eOPF v4 release added a watermark identifying eOPF as the
document’s source. This watermark is automatically added to the
document when accessing the document using the Show All Docs
feature. The eOPF v4.1 release added the ability to view a single
document with a watermark. To view a single document with a
watermark, use the With Watermark option from the View drop-
down within Search Results.

eOPF release v5 added the ability to click the Form Number in the
search results to view the document.

Note:

Certain values throughout eOPF including SSN and DOB are now
masked for security reasons. To view the unmasked values, either hover
over the masked value with your mouse or click on the masked value.
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Viewing Your eOPF Documents

The eOPF release E1 consolidated the My eOPF and Search
eOPF functions into one button — My eOPF. Once logged on to the

eOPF system, you can click the | My €0FF My eOPF button to
access your OPF information. The page defaults to the My eOPF
tab, and you see a listing of all documents stored in your eOPF
listed by Effective Date of the document. If you click the My eOPF
Search tab, you see a filtering page to search for and list specific
documents within your eOPF. You can also print one or more
documents from this tab.
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Viewing Your eOPF

To view all contents of your eOPF in order by the Effective Date of

the documents, click the | M¥ €0PF My eOPF button. After
clicking My eOPF, you see the Folder page, which displays a single
row representing your eOPF. A second listing automatically opens
to display the contents of your eOPF.

Note:
If you choose to sort the search results by a certain field, that sort order is
in effect until you sort by another field or log out of eOPF.

The following figure displays the My eOPF results page.

My 6OPF | My cOPF Search | My eOPF Print Folder | My 2OPF Print Status

My eOPF: HIGHTOPL16, SUSAN TABITHA

View without watermark ™~

Show All Dacs Cancel

KiC¢[i2245678 & Fager[ 1] or8 (o) Ttem 1ta 20 0 151

Form Number Effective Date Type NOACodel  NOACode2  Side Create Date Add ta Clip Instr Page

sEnERTS

=}
(=]
=]

LOCALITY PAYMENT 835 05/312007

50 01/12/2003 BaY AD) El 05/31/2007
1] 1011772002 INDIVIDUAL CASH AWARD 820 05/31/2007

SE50-8 02/04/2002 INDIVIDUAL CASH AWARD 240 05/31/2007

) E B

SESDB 01132002 PAY AD) g3 05/31/2007

sEs0-8 01/24/2001 BaY AD) £l

05/31/2007

TRAINING

PAY AD) 834

EBBBBBBB DB

&) @

Note:

Certain fields throughout eOPF including SSN and DOB are now masked
for security reasons. To view the unmasked values, either hover over the
masked value with your mouse or click on the masked value.

From the My eOPF results page, you can access folder actions by
clicking the appropriate icon:

- Open your eOPF,

«! Access Show All Docs page and features,

\5;] Access your emergency contact info, or

El Access clip folders associated with your eOPF.
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Note:

A clip folder is a virtual collection of one or more documents from your
eOPF. It is used for quick access by eliminating the need to search
through all of the documents within your eOPF. These clips can be public
or private. See the Working with Clips section of this guide for more
information.

The My eOPF results page automatically opens your folder and
lists its content.

My eOPF | My cOPF Search | My OPF Print Folder | My OPF Print Status

My eOPF: HIGHTOPL16, SUSAN TABITHA

View without watermark ~
Show All Docs Cancel
ssn Latest . Date Po1D Org Code Activity Cade open Cip Folder Emergency Data _ Show All Docs
==r~0028 c6/03/2012 16011 o A =} =] =]
151 document(s) returned.
Ki¢[t22456780503 Page:[1] of8 (G0) Ttem Lto 20 of 151
Form Number _ Effective Date Type NOACodel  NOACode?  Side Create Date View Add ta Clip Instr Page
om0 oY= v = oo = 7 R
=5 01/12/2003 LOCALITY PAYMENT L Permanent 05/31/2007 @ I3 =
S50 011272003 PAY ADI Y 05/31/2007 <] (=]
S50 1772002 INDIVIDUAL CASH AWARD 0 057312007 @ £} =)
e aasoara00 ) o o8/31/2007 a )
o i s - e @ &
SEs08 011472001 PAY AD) El 05/31/2007 @ £}
sEs08 /222000 PERFORMANCE AVARD (A of 1/1/1999) s 05/31/2007 @ ]
OTHER 03/22/2000 TRAINING 05/31/2007 @ ]
SES0-8 010372000 PAY AD) El Permanent 05/31/2007 @ <]
sts09 1o GG DATA EEMENT w0 [ w2007 @ “ v
Kic[L]23 45678032 Page:[ 1] ot8 (G2) Ttem 1o 20 0f 151

You can view a document by clicking Form Number or @ view
icon corresponding to the document you want to view.

Note:
Each time an eOPF document is viewed by you or any other individual,
the event is logged electronically.
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To View an eOPF Document Using My eOPF:

1.

Click My eOPF on the eOPF main menu.
The My eOPF results page displays.

From the View drop-down list located at the top of the
display, select whether you wish to view the document
with or without a watermark.

The default option is View without watermark.

Search for and locate the eOPF document you would like
to view.

Click the Form Number link or [& View icon corresponding
to the document you want to view.

This action opens the document using Adobe Reader in a new
window.

If the document contains multiple pages, use the j|> Next

Page and - Previous Page buttons or scroll bar located
in the document viewer to navigate through the document.

When you finish, click the Close button in the upper
right corner of the document viewer window to close the
viewer window.
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Searching for Specific Documents in Your eOPF

You can search for and display specific documents in your eOPF.
For example, this may be helpful if you are searching for a specific
document type or looking for documents created in a specific period
of time. To search for specific documents, click the My eOPF
Search tab from within the My eOPF page to display the Search

page.

From within the Search tab, you can narrow your search by Form,
Type, Folder Side, Create Date, and Effective Date range. The
Form List is filtered into three categories: Common, All, and
Agency. The Common option is a predetermined list of forms
commonly found in the OPF. The All Forms option provides the
entire list of all forms defined in the eOPF repository. The Agency
option lists only forms that are specific to the agency in which you
are an active employee. These default settings can be changed in
the General Preferences tab under My eOPF.

Note:

It is important to note that the result set of documents found in your folder
and presented to you is also filtered by the Form Setting you have
chosen. If you want to see all documents in your folder, select All Forms.

This figure displays the Search My eOPF tab.

Search My eOPF:
Search Clear
Form @ commonForms O AllForms () Agency Forms

All

Type
All

Folder Sides [v] Select All

[/ Performance /] Temporary [/ Permanent Kl 1o [/ Training

Create Date Start Effective Date End Effective Date

Search Clear
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To View an eOPF Document Using My eOPF Search:

1. Click the My eOPF button on the eOPF main menu to open
the My eOPF page, then click the My eOPF Search tab at
the top of the page which allows you to view all or a subset
of your eOPF.

2. Enter your search criteria to retrieve a list of specific
documents in your eOPF.
For example, you could search for documents on a specific
folder side, or you could search by the documents’ Effective
Dates.

Note:

The result set of documents found in your folder and presented to you is
also filtered by the Form setting you have chosen. If you want to see all
documents in your folder, select All Forms.

3. To retrieve all of your documents, click the 5#3°" ' Search
button.
Because of the size of the Search page, the action buttons
have been placed at both the top and bottom of the page.

The following figure displays the My eOPF Search results
page.

My OPF | My cOPF Scarch | My cOPF Print Folder | My cOPF Print Stafus
My eOPF: HIGHTOPL16, SUSAN TABITHA
View without watermark &

Show All Docs Cancel

ssN Latest Eff, Date POID Org Code. Activity Code Open Ciip Folder Emergency Data

Show All Docs

- pe— = o P o -

151 document(s) returned.
Ki¢[1234567823 Pages 1] of 8 (Go)

Type NOACodel  NOACode2  Side Create Date Add to Clip

=]

Ttem 1 to 20 of 151

Instr Page

0871472003

&

ENEATS

B

N 05/31/2007

i

PAY ADY

05/31/2007

5

0 W0/17/2002 INDIVIDUAL CASH AWARD 850

sEs0-8 02/04/2002 INDIVIDUAL CASH AWARD 20 05/31/2007

[

PAY AD: 854

05/31/2007

&

PAY AD) El

&

£ AWARD (As of 1/1/1999) £

&

BPEBBBPE BB BB T
&

05/31/2007

I

PAY AD: 854

&

CHGIN DATA ELEMENT 00 05/31/2007

reas[1] ot @

Note:
If you choose to sort the search results by a certain field, that sort order is
in effect until you sort by another field or log out of eOPF.

4. Click the . ShowAllDocs | show All Docs button to show all
documents that meet the search criteria.
The Show All Documents page displays.
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Note:
If you use the results list from the Search Results page, you can view or

print one document at a time. By using the .. SNOWAIDocs 1 gpqy, A
Docs button, you can select one or more documents and submit a print
job for those documents. Copies of the documents are merged on the
print server into a single document which can be accessed for viewing or
printing in the document viewer. A watermark is inserted on the bottom of
each page in the single document generated using the Show All Docs
feature.

The following figure displays the Show All Docs page.

My eOPF My ¢OPF Search | My eOPF Print Folder | My eOPF Print Status

My eOPF: HIGHTOPL16, SUSAN TABITHA

To print a document(s), dick on the checkbox to select/deselect and then dick on the Print Single Sided or Print Double Sided button.
Print Single Sided Print Double Sided Add To Clip Cancel

Check All Uncheck All

& Printer friendly version of result list

151 document(s) returned.
K1z z 4300 Fage: [ 1 |of 4 (Go) Tem1toS0of15l .
Effective Date  Form Number Type NOA Code 1 NOA Code 2 Side Create Date Check
06032012 SF2809 BENEATS Permanent 06/14/2013 O
01122008 SFS0 LOCALITY PAYMENT 895 Permanent 05/31/2007 O
01122003 SFSO PAY ADI 834 Pemanent 05/31/2007 O
72002 SFS0 DAL casH 840 Performance  05/31/2007 O
02042002 SFS0-B s e 840 Performance  05/31/2007 O
0132002 SFSO-B PAY ADI 834 Permanent 05/31/2007 O
01142001  SFS0-B PAY ADI 234 Pemanent 05/31/2007 0 v
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Viewing Documents from the Search Results Page:

You can use the search results tab to view and print a document in
your eOPF. Note that you can only view and print documents one
at a time from the search results page. If you want to view and print
multiple documents at once, see the Viewing Documents from the
Show All Docs Page section of this guide.

To View Documents from the Search Results Page:

1. From the View drop-down at the top of the search results
page, select whether you want to include a watermark
overlay.

See the Searching for Specific Documents in Your eOPF
section of this guide for steps on how to display the search
results page.

2. Click the [@ View button or the Form Number link in the
row of the document you would like to view.
The document opens in a new window using Adobe Reader.

3. If the document contains multiple pages, use the =4 Next

Page and w Previous Page buttons and scroll bar located
in the document viewer to navigate through the document.

4. When you finish, click the Close button in the upper
right corner of the document viewer window to close the
viewer window.

Viewing Documents from the Show All Docs Page:

You can use the Show All Docs page to view and print one or more
documents at a time in your eOPF. A watermark is inserted on the
bottom of each page in the single document generated using the
Show All Docs feature.

To View Documents from the Show All Docs Page:

1. From the Show All Docs page, click the checkbox(es)
corresponding to the document(s) you want to view.
See the Searching for Specific Documents in Your eOPF
section of this guide for steps on how to display the Show All
Docs page.
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Note:

Use the Check Al Check All and Uncheck All Uncheck All
buttons to select and deselect all documents listed.

2. Check the Print column on the Show All Docs page.

If the document is single-sided, click the PNt Single Sided

Print Single Sided button. If the document is double-sided, click

the  PrintDouble Sided  print Doubled Sided button. A
message appears stating that the print request has been
submitted for processing.

The following figure displays the Show All Docs page with the
print request confirmation.

My eOPF: HIGHTOPL16, SUSAN TABITHA

Your print request has been submitted for processing.
To print a document(s), dick on the checkbox to selectfdeselect and then dick on the Print Single Sided or Print Double Sided button.

Print Single Sided Print Double Sided Add To Clip Cancel

Check All Uncheck All

Note:
You must have access to a duplex printer for double-sided printing.

3. To see the status of your print request, click the
My eOPF Print Status | My eOPF Print Status tab at the top of
the screen.

4. The My eOPF Print Status page appears, displaying all My
eOPF print jobs.

The following figure displays the My eOPF Print Status page.

My eOPF - Print Status :

Print requests are processad pericdically in the order they were reguestad.

Click on the Refresh button to update the page with the latest print status informaticn.

Flease wait a few minutes between refreshing the page to give the print services time to process your request(s).

All dates and times displayed below are based on local (Denver, CO) server time. The current server time is: 10/27/2016
12:06:37 PM

Click on the View link found in each row of the results table to view a successfully processed print request.

Print requests are password protected. The password is the combination of the requesting user’s last name and the print job's Requast
ID number. For axample if "John Smith™ submits Print Request "204" then the password to view that PDF is "Smith204" (only the first
letter of the last name is capitalized).

Click on the Delete link found in each row of the results table containing & print request to DELETE the print request.

Refresh
Request Id / Part Number Request Date w Processed Date Page Count Action
View
125171 1V2TI2016 12:05:58 PM 1VZTI2016 12:06:17 PM 4
Delete
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5. To view the print request results, click the &% Vjew link.

Note:

Print job PDFs are now encrypted for security purposes. Upon attempting
to open the PDF file the user is prompted for a Document Open
Password. The password is the combination of the requesting user’s last
name followed by the Print Request ID (shown above in the Request
ID/Part Number column). For example, if John Smith submits Print
Request ID 204, his Document Open Password is Smith204. Only the first
letter of the last name is capitalized.

6. To remove the print request that is no longer needed, click
the Delete pejete link.
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Changing the Viewing Size of an eOPF Document

Once you open a document, you may need to change the way it
appears on your screen. Perhaps you need to change the size to fit
in your monitor or you would like to zoom in to view details. The
following steps demonstrate how to use Adobe Reader when
viewing eOPF documents.

To Change the Page Size:

1. Search for and open the desired eOPF document.
If there are multiple pages, navigate to the page you wish to

view by using the “J}’ Next Page and = Previous Page
buttons.

2. Click the + Zoom In or "=~ Zoom Out buttons to change
page sizes.
You can also select a view size from the drop-down list. The
numbers represent the percent of original size.

The following figure displays the Zoom drop-down list.

@ s% |- ® |
1600%:
B500%:
400%
200%:
150%
125%,
100%
S0%.
25%
12.5%
8.33%

Fit in Window
Ackual Size
Fit Width

Fit: Yisitle

3. Toreturn to screen size, select Fit in Window from the
drop-down list.

eOPF Employee User Guide v5.0.4 Chapter 4: Viewing Documents 72



To View an eOPF Document:

1. Click My eOPF, then search for and locate the eOPF
document you would like to view.
The search results page displays.

The following figure displays the search results page.

My 6OPF | My eOPF Search | My eOPF Print Folder | My 2OPF Print Status

My eOPF: HIGHTOPL16, SUSAN TABITHA

View without watermark ™~
Show All Docs Cancel
Latest Eft. Date rox org Code: Actiity Code open aip Folder EmergencyData _Show Al Docs
- 06/03/2012 260 A =9 =
151 documenti(s) returned.
K¢[azzsase78>0 Page: 1] or8 (G3) Ttem L to 20 0f 151
Form Number Effective Date Type NOA Code L NOA Cade 2 Side Create Date View Add to Clip Instr Page
e oanarons a 7 .
LOCALITY PAYMENT =3 @ I =
PaY ADI En @ ] =)
INDIVIDUAL CASH AWARD 80 05/31/2007 @ <] =
INDIVIDUAL CASH AWARD 80 05/31/2007 (7} )
en - e @ a
PaY AD £l 05/31/2007 @& £]
- = ox/s17200 @ &
TRAINING 05/31/2007 @ ]
PAY AD) g3 05/31/2007 @ <]
Py wwosnses CHOIN ATA BEMENT w0 w0 @ ) v

Ki<[i]23a56783>0

2. Click the [ View button or the Form Number link in the
row of the document you would like to view.
The document opens using Adobe Reader in a new window.

repe 1] e @)

3. If the document contains multiple pages, use the :'|> Next

Page and - Previous Page buttons and scroll bar located
in the document viewer to navigate through the document.

4. When you are finished, click the [XI Close button in the
upper right corner of the document viewer window to close

it.
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Viewing Instruction Pages

eOPF allows you to see instruction pages related to forms placed in
your eOPF. When an eOPF administrator adds a form to the
system, the eOPF administrator can also add instruction pages. If a

form includes instruction pages, the = instruction Page icon is
enabled on the Action menu.

To View Document Instruction Pages:

1. Click My eOPF, then locate the eOPF document in your
folder with instructions you would like to view.

The following figure displays the search results page.

My eOPF | My eOPF Search | My eOPF Print Foider | My eOPF Print Status

My eOPF: HIGHTOPL16, SUSAN TABITHA

View without watermark &

Show All Dacs Cancel

SN Latest Eff. Date POID Org Code. Activity Code Open Clip Folder Emergency Data Show All Docs

ez p— == 2 5 ) 5

151 document(s) returned.
Ki€(1]z 3 4567 833

Form Number Effective Date Type NOA Code 1 Create Date

«[H

067142013

2808 06/03/2012 BENEATS

50 012/2003 LOCALITY PAYMENT 835 05/31/2007

. &

&
7 lio i |

PaY AD £l

05/31/2007

&

INDIVIDUAL CASH AWARD &40

INDIVIDUAL CASH AWARD 20

v

PaY AD) £

&

I

&

05/31/2007

TRANING

08/31/2007

[

PaY AD) £

PBEBEBBB BB |
&

0

S5E50-8 11080959 CHGIN DATA ELEMENT £ Permanent 05/31/2007

KiC[i]z3 4567833 Page:[1] 018 (Go Tem 110 20 0f 151

2. Click the =& Instruction Page icon next to the
corresponding document to view the instructions.
The instruction pages open in a new window.

3. If the document contains multiple pages, use the j|> Next

Page and - Previous Page buttons and scroll bar located
in the document viewer to navigate through the document.

4. When you finish, click the Close button in the upper
right corner of the document viewer window to close the
viewer window.
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Viewing a Position Description (Optional Availability)

eOPF offers the capability to view position descriptions through an
online position description query (PDQ). To use this function, your
agency must elect to implement it. By default, the position
description function is disabled.

To View a Position Description:

1. Click the | My e0OFF My eOPF button on the left-hand
side of eOPF.
The My eOPF results page displays your eOPF and also lists
the document within it.

The following figure displays the search results page.

My eOPF | My eOPF Search | My eOPF Print Folder | My eOPF Print Status

My eOPF: HIGHTOPL16, SUSAN TABITHA

M
el
ssn Latest EFf. Date ) Org Code Activity Code Gpen Cip Folder Emergency Data Show All Docs
=028 o6/m3/2012 16010 ouc & =] =] =]
151 document(s) returned.
Ki<[t23456780202 Page: | 1] of 8 (Go) Ttem L to 20 0f 151
Form Number  Effective Date Type NOACadei  NOACode?  Side Create Date View Add ta Clip Instr Page
s 2809 06/03/2012 BENETS P 067142013 @ ]
E A 2 LOCALTY PATMENT 095 e 057312007 @ £} =)
=5 DAY ADJ £ 2 05/31/2007 (7} T} =
£50 10/17/2002 INDIVIDUAL CASH AWARD 840 B 05/3142007 @ ] =
S0 o2/0e72002 INDIVIDUAL CASH AWARD w0 Pe 057312007 @ <]
e PAY ADI £ Pa o @ <]
SES0-8 01/14/2001 PAY ADI B4 P 1] 7]
E50-8 0372212000 PERFORMANCE AWARD [As of 1/1/1999) 885 Pe @ ]
omHER 03/22/2000 TRAINING P @ <]
SF50-8 01/03/2000 PAY ADJ 1 Pern 05/31/2007 @ I
SE50-8 11/081999 CHG IN DATA ELEMENT 800 Permanent 05/31/2007 @ ]
Ki<[t]22458678030 Pages 1] of 8 (G5 Ttem 1 to 20 of 151

2. Click the & View PDQ icon.
A new browser window appears and displays the PDQ page.
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The following figure displays a sample PDQ document.

| »

Home Create View Edit Eval Statement OF& Printer Friendly Help Delete

PD #: (H100Z208
Position Description

WG - Worker

[

Pay Plan: WG

Joh Title: Maintenance Mechanic

Series: A749 PLFA: Doc

Grade: SF52 #:

Is this a BSM Mo

PD?
Active Created By: CM=Tina FlickingarO=I
Completed Date Created:  03/23/1997
Signed Date Completed: 08/13/2002

Major Duties:

1. Performs scheduled preventive maintenance of equipment and component parts of
the automatic fire sprinkler systern. Waork is performed on a scheduled and 24 hour
emergency service basis. Preventive maintenance may include dismantling, cleaning
and replacement of any or all components comprising the sprinkler system. Repairs
may consist of replacement or rebuilding of sprinkler valves, cut out and replacement
of piping, servicing and repair of system air compressors and the maintenance,
servicing and repair of gasoline and electric powered pump driver. Performs
scheduled testing of pump controllers, auwdliary pump drivers, water distribution
system and sprinkler heads to evaluate operational capabilities of the system and to
determine the necessity for repairs or adjustments. Uses hand tools, wrenches,
hammers, mallets, chisels, saws, levels, and other tools of the trade. Operates =

3. Close the PDQ window by clicking the Close button in
the top right corner of the browser.
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Chapter 5: Printing

Although the eOPF application is designed to make reviewing your
OPF more of a paperless process, there are times when you will
need a hard copy of an eOPF document. You can print documents
with or without a watermark overlay. As of eOPF release E1, you
can print your entire folder.

You can choose to print all or specific documents found in your
eOPF. When using either My eOPF or Search e OPF to view an
individual document you are prompted to either open or save the
PDF file. Once the document is opened in Adobe Reader, you can
immediately print it.

When using the Show All Docs option, the My eOPF Print Folder
option, or printing from a clip folder, you can select one or more
documents from your eOPF for printing. Printing using one of these
options submits a print job to be processed on the print server
within a few minutes. The status of the print job can be checked on
the My eOPF Print Status tab.

If there is an error when processing your print request a one-page
PDF is produced with instructions to resolve the issue.

The following figure displays the print request error message.

eOPF is unable to successfully complete the print request you submitted. Please contact your servicing Human Resources
Specialist for assistance with this print request.
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Printing an eOPF Document Using My eOPF

To Print an eOPF Document:

1. Click My eOPF to show your folder, then search for and
locate the desired eOPF document to print.

2. Click the & View button or the Form Number link in the
row of the document you would like to view.

Note:

The column labeled Print on the Search Results and Show All Docs
pages indicates whether the original document was a single or a double-
sided document. The Print column may not be visible if it is disabled in
your preferences. See the Changing Your Preferences section of this
guide.

3.

On the document viewing window toolbar, click the Print
button, or select File, then Print, from the viewer window
menu.

The Print dialog box opens. Ensure that your printer settings
are correct.

The following figure displays the print dialog box.

21|
r Frinter
(PSR HF L aserlet 5000 Series PCL Properties |
Statuz;  Ready [ Reverse pages
Type: HP Lazer)et 8000 Series PCL [ Print as image
whhere:  1P_T92.168.4.90 ™ Frirt to file
—Print Range — Copies and Adjustments
= Al = Selected pages/oraphic Mumber of copies: |1 3:
' Current page v Colate
" Pages from:l'l to: |2 v Shiink oversized pages to paper size
Frint: IEven and Ddd Pages j [” Expand small pages to paper size
v &uto-otate and center pages
¥ Comments
— PostSenpt [ ptions Previcw k— 850y
Friit Fethod: | Language Level 2 j =
¥ [Optimize for, Speed 1100
¥ | Dowrloadiésian Fonte I Save Printen Memaon:
Color Managed:  On printer
Unitz: Inches Zoonn: 99,87
Printing Tips | Advanced... I ar. I Cancel
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Note:
If you are printing a double-sided document, make sure that the printer
selected is capable of performing duplex printing.

4. When you finish modifying the printer settings, click the

OK button in the printer setup dialog box.
The document begins to print.

5. Click the __©= | Cancel button to exit the print mode.

6. Click the Close button to close the document view
window.
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Printing an Entire eOPF or a Subset of Documents Using

Search eOPF

eOPF produces a results list of documents based on your search
query. You have the option of printing one or more documents
directly from the results page if desired. If you use Show All Docs to

print, a watermark is placed on all pages with in the document
indicating that the documents came from eOPF.

To Print One or More Documents Based on Search Results:

1. Click the My eOPF Search tab from within the My eOPF

page.
The My eOPF Search page displays.

This figure displays the My eOPF Search page.

Search My eOPF:

Search Clear
Form ® commeonForms (' AllForms O Agency Forms
Al

Type
All

Folder Sides [/ select all

Performance k4 Temporary k4 Permanent M 19 [ Training

Create Date Start Effective Date End Effective Date

Search Clear

2. Enter search criteria to narrow the list of desired

Search

documents and click the Search button.

-OR-

Click the ' 3¢ | Search button without entering search

criteria if you desire all documents within your eOPF.
The search results page displays.

3. From the Search results page, click the | SnoWAll Docs

Show All Docs button.
The Show All Docs page appears containing only the
documents that meet the search criteria.
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This figure displays the Show All Docs page.

My eOPF My eOPF Search | My eOPF Print Folder | My eOPF Print Status

My eOPF: HIGHTOPL16, SUSAN TABITHA

To print a document(s), dick on the checkbox to select/deselect and then dick on the Print Single Sided or Print Double Sided button.
Print Single Sided Print Double Sided Add To Clip Cancel

Check All Uncheck All

& Printer friendly version of result list

151 document(s) returned.
Ki¢(1]z z 4300 Fage: [ 1 |of 4 (Go) Item1toS00f 151 A
Effective Date Form Number  Type NOACodel  NOACode2  Side Create Date Check
06/03/2012  SF 2803 BENERTS Permanent 06/14/2013 O
011272003  SF5O LOCALITY PAYMENT 825 Permanent 05/31/2007 O
011272003 SF5O PAY ADJ 534 Permanent 05/31/2007 !
waATz  SF50 IRIDUAL CasH 840 Performance  D5/31/2007 O
02/04/2002  SF50-B s LA 840 Performance  D5/31/2007 O
01132002  SF50B PAY ADJ 534 Permanent 05/31/2007 [}
0142001  SF50B PAY ADJ 534 Permanent 05/31/2007 O v

4. Select the documents to print by clicking the checkbox(es)
to the right of each document.
You can select all listed documents by clicking the | Check Al
Check All button.

5. Click either the ' PrintSingle Sided | Prijnt Single Sided or the

Print Double Sided | Print Double Sided button located at the top
of the page to submit the job for printing.

The following figure shows the print request confirmation
message.

My eOPF: HIGHTOPL16, SUSAN TABITHA

Your print request has been submittzd for processing.
To print a document(s), dick on the checkbox to select/desslact and then click on the Print Single Sided or Print Double Sided button,
Print Single Sided Print Double Sided Add To Clip Cancel

Check All Uncheck All

Note:

Records are printed in the order they are displayed on the page. If you
have altered the default sort order, the print job is in the order it was in at
the time of print request submission.
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6. The selected document(s) are merged into a single PDF
document, a watermark is added to each page indicating
eOPF as the source of the documents, and the resulting
document can be accessed by clicking the

My eOPF Print Status My eOPF Print Status tab.

The following figure shows the My eOPF Print Status page.
My eOPF - Print Status :

Print requests are processed periodically in the order they were reguested.

Click on the Refresh button to update the page with the latest print status informaticn.

Please wait a few minutes between refreshing the page to give the print services time to process your reguest(s).

All dates and times displayed below are based on local (Denver, CO) server time. The current server time is: 10/27/2016
12:06:37 PM

Click on the View link found in each row of the results table to view a successfully processed print request.

Print requests are password protected. The password is the combination of the requesting user’s last name and the print job's Request
ID number. For example if "John Smith™ submits Print Request "204" then the password to view that PDF is "Smith204" (only the first
letter of tha last name is capitalized).

Click on the Delete link found in each row of the results table containing & print request to DELETE the print request.

Refresh
Request Id / Part Number Request Date = Processed Date Page Count Action
View
12511 V2712016 12:05:50 PM 10272016 12:06:17 PM 5
Delete

7. To view the print request results, click the ' Y1€¥ Vjew link.

Note:

Print job PDFs are now encrypted for security purposes. Upon attempting
to open the PDF file the user is prompted for a Document Open
Password. The password is the combination of the requesting user’s last
name followed by the Print Request ID (shown above in the Request
ID/Part Number column). For example, if John Smith submits Print
Request ID 204, his Document Open Password is Smith204. Only the first
letter of the last name is capitalized.

8. To remove the print request that is no longer needed, click
the 2elete Dejete link.
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Print My eOPF Folder

eOPF release E1 introduced the capability for you to print the
contents of your folder. Only folder sides viewable by the eOPF
User group (based on eOPF group membership) can be printed.
You are able to print to single-sided or double-sided output. The
eOPF watermark is automatically placed as a footer on each
printed page.

To Print your eOPF Folder:

1. Click the | My eOFF My eOPF button from the left
menu.
The My eOPF page displays.

2. Click the My eOPF Print Folder tab from within the My
eOPF page.
The My eOPF Print Folder page displays.

This figure displays the My eOPF Print Folder page.

My eOPF | My eOPF Search _ My eOPF Print Folder = My eOPF Print Status

My eOPF - Print Folder :

Click the Print Single Sided or Print Double Sided button to submit 2 print request. The processad reguest will be available in the My =OPF Print Status page.
A PDF file will be created with the applicable documents which can be opened in Acrobat reader and then printed.

Name: HIGHTOPL16, SUSAN TABITHA
Total Document Count: 151

Select Folder Side(s): [ Select All

[ Permanent 4 performance [0 Temporary [ Training [ overseas

Print Single Sided | Print Double Sided

3. Select which folder sides you would like to print.

4. Click either the ' Printsingle sided ) Prjnt Sjngle Sided or the
Print Double Sided | Prjnt Double Sided button located at the
bottom of the page to submit the job for printing.

The following figure shows the print request confirmation
message.

My eOPF - Print Folder :

Your request has been submitted for processing.
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5. The selected document(s) are merged into a single PDF
document, a watermark is added to each page indicating
eOPF as the source of the documents, and the resulting
document can be accessed by clicking the

My eOPF Print Status My eOPF Print Status tab.

The following figure shows the My eOPF Print Status page.
My eOPF - Print Status :

Print requests are processed periodically in the order they were reguested.

Click on the Refresh button to update the page with the latest print status informaticn.

Please wait a few minutes between refreshing the page to give the print services time to process your request(s)
All dates and times displayed below are based on local (Denver, CO) server time. The current server time is: 10/27/2016
12:06:37 PM

Click on the View link found in sach row of the results table to view a successfully processed print reguest.

Print requests are password protected. The password is the combination of the requesting user’s last name and the print job's Request
ID number. For example if "John Smith™ submits Print Request "204" then the password to view that PDF is "Smith204" (only the first
letter of tha last name is capitalized).

Click on the Delete link found in each row of the results table containing & print request to DELETE the print request.

Refresh
Request Id / Part Number Request Date = Processed Date Page Count Action
View
12511 1V27/2016 12:05:58 PM 10272016 12:06:17 PM 5
Delete
Note:

Depending on server settings, large jobs may be split into multiple parts
for performance reasons. Each part is designated by “/1”, “/2” and so on,
as shown above.

7. To view the print request results, click the ' Y1€% Vjew link.

Note:

Print job PDFs are now encrypted for security purposes. Upon attempting
to open the PDF file the user is prompted for a Document Open
Password. The password is the combination of the requesting user’s last
name followed by the Print Request ID (shown above in the Request
ID/Part Number column). For example if John Smith submits Print
Request ID 204, his Document Open Password is Smith204. Only the first
letter of the last name is capitalized.

8. To remove the print request that is no longer needed, click
the 2elete Dejete link.
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Chapter 6: Working with Clip Folders

Clipping Documents within Your Folder

eOPF provides the ability to “paper clip” documents from the same
folder together. These clips are actually associations that allow you
to view groupings of documents. eOPF allows you to select
individual pages within a document for clipping or to select multiple
complete documents to be inserted into a clip folder.

Each folder can have an unlimited number of clips. For maximum
usability, we recommend that you clip documents by meaningful
association, such as “benefit forms associated with marriage”.

eOPF allows you to create two kinds of clips: public and private.
Any user with permission to access the eOPF can see public clips.
Private clips can only be seen by the creator (you). You can
reassign private clips as public clips.

If a document that had been clipped to other documents is deleted
from the eOPF, the clip remains intact (with the other clipped
documents), without the newly deleted document.
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Creating a Clip

The first step in using clips is to create a new clip for a folder.
eOPF allows you to create two kinds of clips: public and
private. Any user with permission to access the eOPF can see
public clips. Private clips can only be seen by the creator (you).

To Create a New Clip for a Folder:

1. Click the | My e0FF

menu.

My eOPF button on the eOPF main

The results page displays a single row representing your

eOPF.

The following figure displays the My eOPF results page.

My eOPF | My eOPF Search | My eOPF Print

Folder | My eOPF Print Stafus

My eOPF: HIGHTOPL16, SUSAN TABITHA

View without watermark v
Show All Docs Cancel
ssn Latest Eff. Date PO Org Code Activity Code Gpen Cip Folder Emergency Data Show All Docs
ern0ze 06032012 2601 o A =] =] =]
151 document(s) returned.
Ki<[12345678002 Page: [ 1] of 8 (Go) Ttem 1 to 20 0f 151
Form Number  Effective Date Type NOACadei  NOACode?  Side Create Date View Add to Clip Instr Page
s 2809 BENEATTS P 0671472013 @ ] A~
B LOCALITY PATMENT 095 B 0573172007 @ £} =)
=5 DAY ADJ £ 2 05/31/2007 (7} T} =
F£50 INDIVIDUAL CASH AWARD 840 P 05/31/2007 @ I =2
EEE INDIVIDUAL CASH AWARD w0 Pe 0532007 @ <]
s0-8 = P o 07 @ <]
F508 EN P @ ]
s508 1999 aas P @ ]
OTHER TRANING P @ =]
. 1 PAY ADI a4 P @ <]
508 11/081999 CHG IN DATA ELEMENT 800 Permanent 05/31/2007 @ ] v
Ki<[t]2225678020 Pages 1] of 8 (G5 Trem 1 to 20 0f 151

2. Click the & Clip Folder icon to open the Clip Folders page

of this folder.

The following figure displays the Clip Folders page.

Clip Folders :

This web page allows the user to view, add, modify, and delete clip folder(s). Activate the Detail link to view the contents of a

selected clip folder.

Insert

Description
My Clip Folder

Back

Owner

Clip Date Pages Security Detail Edit Delete

HIGHTOPL 16, SUSAN TABITHA 102772016 12:11:26 PM o Private Detail Edit Delete
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3. Click the ' "¢ ! Insert button to display the Insert Clip
Folder page.

The following figure displays the Insert Clip Folder page.

Insert Clip Folder :

Purpose: This web page allows the user to areate a new Clip Folder. The Clip Folder description is limited to 100 characters
in length.

Clip Folder Description:

Seere Private v]

Save Cancel

3. Enter a description for the clip in the Clip Folder
Description field.
For maximum usability, try to be as specific and descriptive as
possible.

4. In the Security field, select either public or private based
on your needs.

eOPF allows you to create two kinds of clips: public and
private. Any user with permission to access the eOPF can see
public clips. Private clips can only be seen by the creator (you).

5. Click the sa¢ ' Save button.
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Adding Documents to a Clip

Once you add a clip folder, you can add additional documents to
the clip at any time. This can be done from either the My eOPF
results page or from the Show All Docs page.

To Add Documents to a Clip from My eOPF Results Page:

1. Click the | My &0FPF My eOPF button on the eOPF main
menu.
The My eOPF results page displays your eOPF and document
contents.

The following figure displays the My eOPF results page.

My 6OPF | My eOPF Search | My eOPF Print Folder | My 2OPF Print Status

My eOPF: HIGHTOPL16, SUSAN TABITHA

View without watermark ™~
Show All Dacs Cancel
Latest EFf. Date Org Code Activity Code Open Cip Folder Emergency Data Show All Docs
emonze 05/03/20 oL o A = =] =)

KiC[iz2245678 33 Fage: [ 1] or8 (o) Tem 1ta 200 151
Form Number Tyne NOACadel  NOACode2  Side view Add ta Cip Instr Page
281 BENEFITS @ I3
#5 LOCALITY PAYMENT =3 @ I =
S50 PaY DI B3¢ @ £ =)
S50 2072772002 INDIVIDUAL CASH AWARD &0 05/31/2007 @ <] =]
$F50-8 02/04/2002 INDIVIDUAL CASH AWARD 20 05/31/2007 @ ]
EE 132002 PAY AD. £ 053172007 @ ]
PAY AD e 53172007 @ ]
< 05731/ @ <
TRAINING 05/31/2007 @ ]
PAY AD) a4 @ ]
o LEMEN 500 @ I3
K ] Page:[1] 018 (Go) Ttem 110 20 0f 151

2. Click the * Add to Clip icon to open the Add Clip to Clip
Folder page.
This opens the Add Clip to Clip Folder page.

The following figure displays the Add Clip to Clip Folder page.

Add Clip to Clip Folder :
Select the dip folder you want to add the clip to.

Owner Description & Clip Date Pages Security
Select | HIGHTOPL1E, SUSAN TABITHA My Clip Folder 12772016 12:11:26 PM 1] Private

Back

3. Click the . ¢! | Select button to add the clip to the clip
folder.
The Add Page to Clip Folder page appears.
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The following figure displays the Add Page to Clip Folder page.

Add page to Clip Folder :

Check the page you want to add to Clip Folder. Click on the image to ses larger one.

Submit Back

B » )

S a ROPFICATION OF leiﬂitblm e
l!“!l : rE—r——
.,.ﬁl.;"-

§ S oy Lumg o S 5 T B

1 [ Add Page 1 to Clip

Submit

Back

4. Select the additional pages you want to add to the clip, and

then click the " *""™" J syubmit button.
The confirmation page appears.

Note:

Click the . Back

Back button to return to the previous page.

The following figure displays the page added confirmation

message.

Paoes have besn successfully added to the Clip Folder,

Ok

5. Click the

Ok | OK button.

The search results page reappears.
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To Add Documents to a Clip from Show All Docs Page:

1. Click the | My e0FF My eOPF button on the eOPF main
menu.
The My eOPF results page displays your eOPF.

The following figure displays the My eOPF results page.

My eOPF | My eOPF Search | My eOPF Print Folder | My eOPF Print Status

My eOPF: HIGHTOPL16, SUSAN TABITHA

View without watermark ™~
Show All Dacs Cancel
ssn Latest Eft. Date Fom Org Code Activity Code open Cip Folder Emergency Data Show Al Docs
=~~o02s 06/03/2012 FLoT o A =] =] =]
151 document(s) returned.
Ki¢[t]222a5678050 Page:| 1] ot (Go) Ttem L to 20 of 151
Form Number  Effective Date Tyne NOACadel  NOACode2  Side Create Date view Addta Cip Instr Page
s£20m sexears oo @ ) N
F£50 LOCALITY PAYMENT ) 05/31/2007 @ 7] =
SE50 PAY ADI S 0573172007 @ <] B3
= INDIVIDUAL CASH AWARD 0 08312007 @ @ =
F508 INDIVIDUAL CASH AWARD 20 05/31/2007 @ ]
o8 PAY AD) El 05/31/2007 @ £}
sEs08 PaY AD £l 05/31/2007 @ £}
Foog PERFORMANCE AWARD [As of 1/1/1555) £ 05/312007 @ ]
OTHER TRAINING 05/31/2007 ]
sEs0s PaY AD) £ 053172007 @ £}
ssea 1082989 (CHGIN DATA ELEMENT a0 0532007 @ & v
Ki<[i]23as567850 Page:[1] 018 (Go) Ttem 1 to 20 of 151

2. From the My eOPF results page, click the ' ShowAll Docs
Show All Docs button.
The Show All Docs page appears containing only the
documents that meet the search criteria.

The following figure displays the Show All Docs page.

My eOPF: HIGHTOPL16, SUSAN TABITHA

To print a document(s), dick on the checkbox to select/deselect and then click on the Print Single Sided or Print Double Sided button.
Print Single Sided Print Double Sided Add To Clip Cancel

Check All Uncheck All

& Printer friendly version of result list

151 document(s) returned.

Kig[1]z 2z ai>ud Fage: [ 1 |of 4 (Go) HemltoS0of 151
Effective Date  Form Number Type NOA Code 1 NOA Code 2 Side Create Date Check
06/03/2012 SF 2809 BENEFITS Permanent 06/14/2013 |

SF50 LOCALITY PAYMEMT B35 Parmanant 05,/31/2007 O

01/12/2003 SFS0 PAY ADJ B34 Permanent 05/31/2007 1
PR - INDIVIDUAL CASH - .

07 o a0 o - 3172007
10/17/2002 SF50 ST B40 erformance 05,/31/2007 O

S INDIVIDUAL CASH ; . e
02/04,/2002 SF50-B AWARD B40 Performance 05/31/2007 |
01/13/2002 SF50-B PAY ADJ B34 Permanent 05,/31/2007 [}
01/14/2001 SFS0-B PAY ADJ B34 Permanent 05/31/2007 | L¥]
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3. Using the Show All Docs page, select the documents you

want to add to a clip folder. Click the AddToClie  Add
to Clip button, which opens the Add Clip to Clip Folder

page.
The following figure displays the Add Clip to Clip Folder page.

Add Clip to Clip Folder :
Select the dlip folder you want to add the clip to.

Owner Description 4 Clip Date Pages Security
Select | HIGHTOPL1G, SUSAN TABITHA My Clip Foldar AW2772016 12:11:226 PM o Private

Back

4. Click the - ¥ . select button to add the documents to
the clip folder.
The entire set of selected documents is added to the selected
clip folder.

The following figure displays the pages added confirmation
message.

Paoes have been successfully added to the Clip Folder.

Ok

5. Click the . %% | OK button.
The search results page reappears.

eOPF Employee User Guide v5.0.4 Chapter 6: Working with Clip Folders 91



Viewing Documents within a Clip

Once a clip has been created and populated, you can view a list of
the documents associated with that clip and view those documents
individually.

To View Documents Contained within a Clip:

1. Click the | My &0FPF My eOPF button on the eOPF main
menu.
The search results page displays your eOPF.

The following figure displays the My eOPF results page.

My eOPF | My eOPF Search | My eOPF Print Folder | My eOPF Print Status

My eOPF: HIGHTOPL16, SUSAN TABITHA

View without watermark v
Show All Docs Cancel
ssn Latest Eff. Date PO Org Code Activity Code Gpen Cip Folder Emergency Data Show All Docs
=028 06032012 2601 o A =] =] =]
151 document(s) returned.
Ki<[12345678002 Page: [ 1] of 8 (Go) Ttem 1 to 20 0f 151
Form Number  Effective Date Type NOACadei  NOACode?  Side Create Date View Add to Clip Instr Page
s 2809 06/03/2012 BENEATTS Permanent 0671472013 @ <] A~
S50 0171272003 LOCALITY PAYMENT 095 @ £} =)
S50 L2 @ <] =)
E5 INDIVIDUAL CASH AWARD 840 @ ] =
E INDIVIDUAL CASH AWARD 0 @ <]
S0-8  0Y132002  PAYADI = @ <]
F508 PAY ADJ EN @ 7]
s PERFORMANCE AWARD [As of 1/1/1999) 885 @ =]
omeR TRANING @ <]
= Bav AD) 85 @ ]
508 11/081999 CHG IN DATA ELEMENT 800 nar 05/31/2007 @ ] v
Ki<[t]2225678020 Pages 1] of 8 (G5 Trem 1 to 20 0f 151

2. Click the & Clip Folder icon to open the Clip Folders page
of this folder.

This figure displays the Clip Folders page.

Clip Folders :

This web page allows the user to view, add, modify, and delete clip folder(s). Activate the Detail link to view the contents of a
selected clip folder.

Insert
Description Owner Clip Date Pages Security Detail Edit Delete
My Clip Folder HIGHTOPL16. SUSAN TABITHA 10/2772016 12:11:26 PM 5 Private Detail  Edit Delete
Back
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3. Click the E&til Detail link next to the desired clip.

The Clip Folder Detail page appears.

This figure displays the Clip Folder Detail page.

Clip Details :

To print & document(s), dick on the checkbox to selectfdeselect and then click on the Print Single Sided or Print Double Sided button.

Print Single Sided

Check All

Print Double Sided

Uncheck All

Click on the clip to view.

Full Name

HIGHTOPL18, SUSAN
TABITHA
HIGHTOPL18, SUSAN
TABITHA
HIGHTOPL18, SUSAN
TABITHA
HIGHTOPL18, SUSAN
TABITHA
HIGHTOPL18, SUSAN
TABITHA

Back

4. Click the ' View Clip | yvjew Clip button to view the desired

Create Date

S/3172007
B:42:37 AM
51312007
B:42:37 AM
/3172007
B:42:37 AM
51312007
B:42:3T7 AM
/3172007
B:42:37 AM

Eff Dates Form

SF
2412002
508

e
“F moB

10/17/2002 SF 50

11272002 SF 50

11272002 SF 50

document within the clip.
The document appears.

Delete Selected

Action Type
INDIVIDUAL CASH
AWARD

INDIVIDUAL CASH
AWARD
INDIVIDUAL CASH
AWARD
LOCALITY
PAYMENT

PAY ADJ

Folder Page
Num
Performance 1

Performance 2

Performance 1

Permanent 1

Permanent 1

Check View Clip

|

0o o o o

View Clip

View Clip

View Clip

View Clip

View Clip

Remove

Delete

Delete

Delete

Delete

Delete

Note:

A clip is classified as public or private. A public clip can be viewed by any
user with permission to access the folder. However, a private clip can be
viewed ONLY by the user who created the clip (you).

5. Click the B3¢k | Back button to return to the previous

page.
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Printing Documents within a Clip

Once a clip has been created and populated, you can print the
documents associated with that clip.

To Print Documents Contained within a Clip:

1. Click the My eOPF button on the eOPF main menu.
The search results page displays your eOPF.

The following figure displays the My eOPF results page.

My eOPF | My eOPF Search | My eOPF Print Folder | My eOPF Print Status

My eOPF: HIGHTOPL16, SUSAN TABITHA

View without watermark &
Show All Dacs Cancel
s Latest Eft. Date PO Org Code Activity Code Open Cip Folder Emergency Data Show Al Docs
o [ seon o A =) @ )
151 document(s) returned.
Kit[iz3 456780320 Page:[ 1] of 8 (G) Tem 1 to 20 0f 151
Form Number  Effective Date Type NOACodel  NOACode?  Side Create Date View Add to Clip Inctr Page
st 2o otz seners oearon3 a 7] ~
S50 LOCALITY PAYMENT 095 @ £} =)
S50 L2 @ <] (=]
£5 INDIVIDUAL CASH AWARD 840 @ = =2
E508 INDIVIDUAL CASH AWARD 40 @ <]
B PAY ADI £ @ <]
sF508 PAY ADJ EN @ 7]
SE50-8 PERFORMANKCE AWARD [As of 1/1/1999) 885 05/31/2007 @ £}
OTHER, TRAINING 05/31/2007 @ ]
s oyse  pavaDs £ 08/3142007 @ ]
$F50-8 11/081999 CHG IN DATA ELEMENT 200 Permanent 05/31/2007 @ ] v
Ki¢[t]232567800 Page:[ 1] o8 (Go) Ttem L to 20 of 151

2. Click the & Clip Folder icon to open the Clip Folders page
of this folder.

This figure displays the Clip Folders page.

Clip Folders :

This web page allows the user to view, add, modify, and delete clip folder(s). Activate the Detail link to view the contents of a
selected clip folder.

Insert
Description Owner Clip Date Pages Security Detail Edit Delete
My Clip Folder HIGHTOPL16. SUSAN TABITHA 10/27/2016 12:11:26 PM 5 Private Detail  Edit Delete
Back
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3. Click the E&til Detail link next to the desired clip.

The Clip Folder Detail page appears.

This figure displays the Clip Folder Detail page.

Clip Details :

To print a document(s), dick on the checkbox to select/deselect and then click on the Print Single Sided or Print Double Sided button.

Print Single Sided

Check All

Print Double Sided Delete Selected

Uncheck All

Click on the clip to view.

Full Name

HIGHTOPL18, SUSAN
TABITHA
HIGHTOPL18, SUSAN
TABITHA
HIGHTOPL18, SUSAN
TABITHA
HIGHTOPL18, SUSAN
TABITHA
HIGHTOPL18, SUSAN
TABITHA

Back

4. From the Clip Folder Detail page, click the checkbox(es)

Create Date

513172007
B:42:37 AM
513172007
B:43:37 AM
513172007

P
Eff Dates Form Action Type Folder 29
Num
g | SF INDIVIDUAL CASH
21472002 B AWARD Performance 1
—— S INDIVIDUAL CASH
21472002 0B AWARD Performance 2
— — INDIVIDUAL CASH
10/17/2002 SF 50 AWARD Performancs 1
LOCALITY
111272002 SF 50 Pen t 1
' " PAYMENT smansn
1122002 SFE0 PAY ADJ Permanent 1

Check View Clip

|

O
0
O
0

View Clip
View Clip
View Clip
View Clip

View Clip

corresponding to the document(s) you want to view.

Remove

Delete

Delete

Delete

Delete

Delete

Note:

Use the | Check All

Check All and ' Uncheck All

to select and deselect all documents listed.

Uncheck All buttons

5. If the document is single-sided, click the

Print Single Sided

Print Single Sided button. If the document is double-sided,

click the ' Print Double Sided | print poubled Sided button.

A message appears stating that the print request has been
submitted for processing.

The following figure displays the print request confirmation

message.

Clip Details :

To print a document(s), click on the checkbox to select/desalect and then c

Print Single Sided

Check All

Print Double Sided

Uncheck All

Your print request has been submitted for processing.

Delete Selected
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Note:
You must have access to a duplex printer for double-sided printing.

6. To see the status of your print request, click the
Print Status

left.

Print Status button from the menu on the

7. The Print Status page appears defaulted to the My eOPF
Print Status tab.

The following figure displays the My eOPF Print Status page.

My eOPF Print Status  Clip Folder Print Status

My eOPF - Print Status :

Print requests are processad pericdically in the order they were requested.

Click on the Refresh button to update the page with the latest print status information.

Please wait a few minutes between refreshing the page to give the print services time to process your request(s).

All dates and times displayed below are based on local (Denver, CO) server time. The current server time is: 10/27/2016
12:19:43 PM

Click on the View link found in 2ach row of the results table to view a successfully processed print request.

Print requests are password protected. The password is the combination of the requesting user's |ast name and the print job's Request
ID number. For example if "John Smith” submits Print Request "204 then the password to view that PDF is "Smith204" (only the first
letter of the last name is capitalized).

Click on the Delete link found in each row of the results table containing & print request to DELETE the print request.

Refresh
Request Id / Part Number Request Date * Processed Date Page Count Action
View
12511 AVZTI20ME 12:05:58 PM A027i2018 12:06:17 PM 4
Delete

8. Click the __ Clip Folder Print Status . Clip Folder Print Status
tab to display the Clip Folder Print Status page.

The following figure displays the Clip Folder Print Status page.

Clip Folder Print Status :

Print requests are processed periodically in the order they were reguestad.

Click on the Refresh button to update the page with the latest print status information.

Flease wait a few minutes between refreshing the page to give the print services time to process your request(s).

All dates and times displayed below are based on local (Denver, CO) server time. The current server time is: 10/27/2016
12:20:12 PM

(Click on the View link found in each row of the results table to view a successfully processed print request.

Print requests are password protecked. The password is the combination of the requesting user's last name and the print job's Request
ID number, For example if "John Smith” submits Print Reguest "204" then the password to view that PDF is "Smith204" [only the first
letter of the last name is capitalized).

Click on the Delete link found in each row of the results table containing & print request to DELETE the print request.

Refresh
Request Id / Part Employee Name Requesting User Request Date Processed Page Action
Number Date Count
T HIGHTOPL 18, SUSAN HIGHTOPL1G, SUSAN 12712018 10/2772016 12:18:38 a
TABITHA TABITHA 12:19:30 PM PM Delete
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9. To view the print request results, click the €% Vjew link.

Note:

Print job PDFs are now encrypted for security purposes. Upon attempting
to open the PDF file the user is prompted for a Document Open
Password. The password is the combination of the requesting user’s last
name followed by the Print Request ID (shown above in the Request
ID/Part Number column). For example, if John Smith submits Print
Request ID 204, his Document Open Password is Smith204. Only the first
letter of the last name is capitalized.

10. To remove a print request that is no longer needed, click
the 2elete pejete link.
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Removing a Document from a Clip

As your use for clips changes over time, you may need to modify
the contents of a clip. In addition to being able to add documents to
a clip at any time, you also have the option of removing them from
the clip.

Note:

Removing a document from a clip does not remove the document from
the system. Rather, it removes the association of the document to the
other clipped documents.

To Remove a Document from a Clip:

1. Click the | My e0PF My eOPF button on the eOPF main
menu.
The search results page displays your eOPF.

The following figure displays the My eOPF results page.

My eOPF | My eOPF Search | My eOPF Print Folder | My eOPF Print Status

My eOPF: HIGHTOPL16, SUSAN TABITHA

View without watermark ~
Show All Docs Cancel
ssn Latest EF. Date o Org Code Activity Code ©open Cip Folder Emergency Data _ Show All Docs
=028 06/03/2012 1601 o A =] =] =
151 document(s) returned.
Ki<[dzzas6783>3 Pages 1] of 8 (Go) Ttem 1o 20 0f 151
Form Number _ Effective Date Type NOACodel  NOACode?  Side Create Date View Add to Cip Instr Page
2808 08/03/2012 ENEATS 08/1472023 @ <]
P o120 LocaLmy BB P oefs1/2007 @ & 2
*5 PAY ADJ 4 05/31/2007 @ ] =
£50 INDIVIDUAL CAS 057312007 @ S 2
VIDUAL CASH 841 @ I3
5 50-8 o PAY ADJ 1 05/31/2007 @ £
sEs08 [ PAY AD) El 05/3172007 @ 4
Foog o PERFORMANCE AWARD (As of 1/1/1999) 8e5 05/31/2007 @ £}
OTHER o TRAINING 05/31/2007 @ ]
50, 0 PAY AD) g3 05/31/2007 @ £
sFsog 117082999 CHG IN DATA ELEMENT 20 ar 05/31/2007 @ <]
Kic[L]23 4567803202 Page:[ 1] ot8 (G2) Ttem 1o 20 0f 151

2. Click the & Clip Folder icon to open the Clip Folders page
of this folder.

The following figure displays the Clip Folders page.
Clip Folders :

This web page allows the user to view, add, modify, and delete clip folder(s). Activate the Detail link to view the contents of a
selected clip folder.

Insert
Description Owner Clip Date Pages Security Detail Edit Delete
My Clip Folder HIGHTOPL16. SUSAN TABITHA 1072772016 12:11:26 PM 5 Private Detail  Edit Delete
Back
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3. Click the E&til Detail link next to the desired clip.

The Clip Folder Detail page appears.

The following figure displays the Clip Folder Detail page.

Clip Details :

To print a document(s), dick on the checkbox to select/deselect and then click on the Print Single Sided or Print Double Sided button.

Print Single Sided

Check All

Print Double Sided Delete Selected

Uncheck All

Click on the clip to view.

Full Name

HIGHTOPL18, SUSAN
TABITHA
HIGHTOPL18, SUSAN
TABITHA
HIGHTOPL18, SUSAN
TABITHA
HIGHTOPL18, SUSAN
TABITHA
HIGHTOPL18, SUSAN
TABITHA

Back

4. Click the Delete

Create Date

513172007
B:42:37 AM
513172007
B:43:37 AM
513172007

P
Eff Dates Form Action Type Folder 29
Num
g | SF INDIVIDUAL CASH
21472002 B AWARD Performance 1
—— S INDIVIDUAL CASH
21472002 0B AWARD Performance 2
— — INDIVIDUAL CASH
10/17/2002 SF 50 AWARD Performancs 1
LOCALITY
111272002 SF 50 Pen t 1
' " PAYMENT smansn
1122002 SFE0 PAY ADJ Permanent 1

document within the clip.
To remove multiple documents from the clip, check off the

documents to be deleted and click the | Delete Selected | pgjote
Selected button. The document(s) are removed from the clip.

Check View Clip

|

O
0
O
0

View Clip

View Clip

View Clip

View Clip

View Clip

Delete button to delete the desired

Remove

Delete

Delete

Delete

Delete

Delete

Note:

A clip is classified as public or private. A public clip can be viewed by any

user with permission to access the selected folder. However, a private
clip can be viewed ONLY by the user who created the clip (you).

Note:

Click the - Ba%K | Back button to return to the previous page.
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Designating a Public Clip as Private (and Vice Versa)

When a clip is assigned the status of “private,” only the creator has
access to it.

To Designate a Public Clip as Private (and Vice Versa):

1. Click the | My eOFF My eOPF button on the eOPF main
menu.
The Folder page displays a single row representing your eOPF
folder.

The following figure displays the My eOPF results page.

My eOPF | My eOPF Search | My eOPF Print Folder | My eOPF Print Status

My eOPF: HIGHTOPL16, SUSAN TABITHA

View without watermark v
Show All Docs Cancel
ssn Latest Eff. Date PO Org Code Activity Code Gpen Cip Folder Emergency Data Show All Docs
=028 06032012 2601 o A =] =] =]
151 document(s) returned.
Ki<[12345678002 Page: [ 1] of 8 (Go) Ttem 1 to 20 0f 151
Form Number  Effective Date Type NOACadei  NOACode?  Side Create Date View Add to Clip Instr Page
s 2809 06/03/2012 BENEATTS Permanent 0671472013 @ ) A~
S50 0171272003 LOCALITY PAYMENT 095 @ £} =)
S50 L2 @ <] =)
E5 INDIVIDUAL CASH AWARD 840 @ ] =
E INDIVIDUAL CASH AWARD 0 @ <]
s oyieoz  pavaDs £ @ ]
F508 PAY ADJ EN @ ]
s PERFORMANCE AWARD [As of 1/1/1999) 885 @ ]
omeR TRANING @ <]
= Bav AD) 85 @ ]
508 11/081999 CHG IN DATA ELEMENT 800 nar 05/31/2007 @ ] v
Ki<[t]2225678020 Pages 1] of 8 (G5 Trem 1 to 20 0f 151

2. Click the & Clip Folder icon to open the Clip Folders page
of this folder.

The following figure displays the Clip Folders page.
Clip Folders :

This web page allows the user to view, add, modify, and delete clip folder(s). Activate the Detail link to view the contents of a
selected clip folder.

Insert
Description Owner Clip Date Pages Security Detail Edit Delete
My Clip Folder HIGHTOPL16. SUSAN TABITHA 10/2772016 12:11:26 PM 5 Private Detail  Edit Delete
Back
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4. Click the Edt Edit link associated with the clip.

5. In the Security field, select either public or private based
on your needs.

6. Click the - UPdate | ypdate button.

Note:

A clip is classified as public or private. A clip can be viewed by any user
with permission to access the selected folder. However, a private clip can
be viewed ONLY by the user who created the clip (you).
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Deleting a Clip

eOPF provides you the ability to delete the clip associations you
have created. Deleting a clip only removes the association between
the documents; it does not delete the documents themselves. If you
wish to remove a document from eOPF, please see an eOPF

administrator.

To Delete a Clip Association from a Set of Documents:

1. Click the | My eOPF

menu.

My eOPF button on the eOPF main

The search results page displays your eOPF.

The following figure displays the My eOPF results page.

My eOPF | My eOPF Search | My eOPF Print

Folder | My eOPF Print Stafus

My eOPF: HIGHTOPL16, SUSAN TABITHA

View without watermark v
Show All Docs Cancel
ssn Latest Eff. Date PO Org Code: Activity Code Gpen Cip Folder Emergency Data Show All Docs
ern0ze 06032012 2601 o A =] =] =]
151 document(s) returned.

Kig[t2345678022

Pages[ 2] o5 (69)

Tem 1o 20 of 151

Form Number  Effective Date Type NOACadei  NOACode?  Side Create Date View Add to Clip Instr Page
<20 seveATs P oan0ns @ ] N
sE50 LOCALITY PAYMENT B P 0573172007 @ ] =)
=5 DAY ADJ £ 2 05/31/2007 (7} ) =
F£50 INDIVIDUAL CASH AWARD 840 P 05/31/2007 @ I =2
sEs08 INDIVIDUAL CASH AWARD 20 Performance 05/31/2007 @ <]
s0-8 = P @ <]
F508 EN @ ]
EE 1999 835 @ ]
OTHER TRAINING @ £
s508 , PAY AD) E @ <
508 11/081999 CHG IN DATA ELEMENT 800 Permanent 05/31/2007 @ ] v

Ki<[t]2225678020

e 2] o8 (69

2. Click the & Clip Folder icon to open the Clip Folders page

of this folder.

The following figure displays the Clip Folders page.

Clip Folders :

This web page allows the user to view, ad

selected clip folder.

Insert

Description
My Clip Folder

Back

Owner

d, modify, and delete clip folder(s). Activate the Detail link to view the contents of a

Clip Date Pages Security Detail Edit Delete

Tem 1o 20 of 151

HIGHTOPL18, SUSAN TABITHA 10/2772016 12:11:26 PM 5 Private Detail Edit Delete

3. Click the lelete. Dejete link.
The confirmation pop-up appears.
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The following figure displays the confirmation pop-up.

Message from webpage @

:I Do you want to DELETE Clip folder?

OK | ’ Cancel ]

Note:
To cancel the deletion of the record, click the Cancel button.

4. Click the | ) OK button.
The Clip Folders page reappears, displaying the following
message: “Selected clip folder is deleted successfully”.

The following figure displays the confirmation message on the
Clip Folders page.

Insert

Selectad clip folder is DELETED successtully.

Note:
Click the ' B2 ' Back button to return to the previous page.
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Chapter 7: Logging Out of eOPF

In order to ensure the security of eOPF, remember to log out of the
system when you are finished.

Note:
You are automatically logged out of the eOPF after the system is idle for
a certain amount of time configured by your local eOPF administrator.

Note:

Attempting to close the browser using the #88 Close button in the
upper-right corner displ a pop-up asking if you want to exit out of

eOPF. Click the & J OK button to continue closing the browser
or click the Cancel button to stay logged in to eOPF.

The following figure displays the eOPF Welcome page with the
Logout button circled.

User Name: HIGHTOPL16, SUSAN TABITHA Help FAQ Home
Welcome to the eOPF System
My eOPF
Search cOPF Introduction :
My Profile
Print Status This site was developed for eOPF training. You have logged into the UAT INSTANCE, which contains folders and documents
for you to use in becoming familiar with TRANSFER. Please note these TRANSFER training databases will be reset to the

original default settings every other Friday, at the close of business, beginning March 18, 2011, Any transfer processes begun
or completed will be erased!

Operational guidance and questions concemning specific functionally should be directed to your eOPF Project Manager. Short
video snippets on TRANSFER are available by dicking on https://eopf.nbc.gov/videos

GPM Web Page...
User Info:

Email: HIGHTOPS@XYZ.COM
Emergency Data last updated on:1/1/2000
Total Login Count: 1

To Log Out of eOPF:

1. Click the | tosou Logout button.
A log out confirmation pop-up is displayed.

The following figure displays the logout confirmation pop-up.

.
Message from webpage ﬁ

':9] Do you want to Logout of eOPF?

l oK ] | Cancel | I
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2. Click the |

- ! OK button to log out and close the
browser window.

-OR-

Click the Cancel | cancel button to return to eOPF and
continue working.
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Session Timeout

For security purposes, your eOPF session times out if there is
inactivity for an amount of time set by the system administrator,
typically 15 minutes.

To provide you with an opportunity to stop the session timeout from
occurring, you are prompted when you are two minutes from being
logged out for inactivity. The countdown updates every 10 seconds
until the two minutes have passed. Being logged out includes the
browser window being closed. Make sure that pop ups are enabled
in your browser so you will see this warning message.

Session Timeout Process:

1. After inactivity for a set amount of time, you receive a
Session Timeout pop-up message.

The following figure displays the Session Timeout pop-up.

2. At this point you have 120 seconds to either:

Continue — you return to the page that you were on and all
inactivity timers reset,

-OR-

Quit — the session terminates immediately and the browser
window closes.

Note:
If you do not respond to the Session Timeout pop-up within two minutes
results in a session termination and the browser window closes.
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Glossary

Administrator

Contact Information

Groups
Folder
Password

Password Letter

Security Access

Supervisor

View Doc

A user that has special access to setup, modify, and delete parameters
within the eOPF system.

Data (accessible via =~ “Mergency bata

My Profile

Emergency Data tab within

My Profile) is voluntarily supplied by employees for use
by management during an emergency.

A combination of functional processes to which a user is granted access.
A container for documents.
A complex sequence of characters required for access to the eOPF.

Notification from the agency to the employee providing the password for
the eOPF.

A level of accessibility to documents and functions within eOPF.
A user that has access to not only his or her own eOPF, but also is

provided with access to view and print documents for employees that he
or she supervises.

A @ Wiew  Vjew icon used to view the documents within a folder.
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Acronyms

eOPF
NOAC
OPF
OPM

PDF

electronic Official Personnel Folder
Nature of Action Code

Official Personnel Folder

Office of Personnel Management

Portable Document Format
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Index

A

administrator - 1, 48, 72, 83, 91, 98, 99, 100,
102

Adobe Acrobat - 3, 70

Adobe Reader - 3

audit log - 1, 62

B

browser - 3, 36, 64
Browser and Viewer Requirements - 3
buttons - 36, 63, 67, 68, 70, 71, 72, 93
Change Password - 26
Logout - 36
My eOPF - 36, 73
My Profile - 26, 52
Search eOPF - 36, 60, 64, 65, 78, 81

removing from a clip - 96

retention - 59

scanning a new page into - 76

searching for - 65

storing - 3

viewing - 60

viewing instruction pages - 72

viewing within a clip - 90, 92
downloading Adobe Reader - 3
duplex printer - 68, 77, 94

E

e-mail address - 41
emergency contact information - 61
Employee Benefits Information Systems - 1

Cc

cancelling
password changes - 28
printing - 77

changing e-mail address - 39

clip - 83, 84, 85, 91, 92, 93, 96, 97, 98, 99, 100
adding documents to - 86
creating - 84
deleting a - 100
designating as private/private - 98
removing a document from - 96
viewing documents within - 90, 92

F

FAQ - 55

file format - 3

folders - 59, 61, 65, 72, 73, 76, 83, 84, 86, 88,
89, 90, 91, 92, 96, 97, 98, 99, 100, 105

H

HR specialists - 63, 64, 65
HR systems - 1

D

deleting clip - 100
deleting documents - 96
deleting documents from a clip - 96
desktop - 1
Document List - 72
Documents
adding to a clip - 86
changing the viewing size of - 70
my eOPF - 63
order - 59
printing - 75

I

instruction pages - 72
Internet - 1, 3,5, 8

L

lock out - 4

Logging On - 4
Logging out - 57
Logging Out - 36, 102

m

main menu - 36, 63, 65, 86, 88, 90, 92, 96
Microsoft Internet Explorer - 3
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Microsoft Windows - ii, 1

My eOPF - 60, 61, 63, 71, 72, 76, 84, 86, 88, 90,

92, 96, 98, 100

(0

Office of Personnel Management - 1
OPM - 1, 59, 106
OPM guidelines - 59
Other Functions
change email address - 39, 43
emergency data - 45
frequently asked questions - 55
on-line help - 54

removing documents from clip - 96

reports - 1

resetting your password - 29

results list - 62, 63, 67, 71, 72, 87, 88, 89
printing - 78, 81

retention - 59

P

paper - 59
Paper Clip - 62
deleting a - 58
Password
changing - 49
changing, manually - 26
e-mailing new - 24
expiration - 48
guidelines - 4
managing passwords - 47
policies - 48
resetting - 23
resetting - 29
Portable Document Format - 3, 106
Position Description
viewing - 73
printer settings - 76, 77
printing - 76
double sided - 68, 93
results lists - 78
single sided - 68, 93
Printing - See Documents: printing

S

searching for documents - 36, 65
security - 1, 4

Session timeout - 104

storing documents - 3

system lockout - 4

U

URL address - 5, 8
user agreement - 5, 8
user name - 7

"4

viewer - 3, 63, 67, 71
viewing
documents - 60
documents in a clip - 90, 92
instruction pages - 72
Viewing
a Position Description - 73

w

Web-enabled - 1
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