eOPF Multifactor Authentication
OPM is adding additional security to your eOPF account with Personal Identity Verification (PIV)
Beginning on or after June 25, 2022, you will notice a new process for signing into eOPF to better protect your personal information. eOPF now requires you to use your Personal Identity Verification (PIV) to sign into eOPF. If your PIV is not registered with eOPF, you will need to register it and create a PIN. After that, whenever you log into eOPF, you will use your PIV and PIN to authenticate your identity and protect your account. You will no longer be able to log in using an eOPF ID and password. 
What do I need to do on or after June 25, 2022?
Register your PIV if you haven’t already done so. 
Registering your PIV is a one-time task. After you register your PIV, you will be able to sign into eOPF using your PIV. To register your PIV, you'll need to: 
1. Go to eOPF. Click on the button that says “LOGIN WITH YOUR PIV OR CAC” 
2. Select the certificate that has “Client Authentication” and “Smart Card Logon” capabilities. You will only need to do this once. 
3. Enter your PIN. This is the PIN you created when you received your PIV.
4. Enter your eOPF ID and password. 
5. Click Continue and continue to eOPF when the information is correct and a message indicates your card registration was successful.
What if I already log into eOPF using my PIV? 
If you already log into eOPF with your PIV, you don't need to do anything.
__________________
Questions?
If you experience any issues or have any questions accessing your eOPF, please contact OPM for user ID, password or technical issues: 
eopfhelpdesk@opm.gov
Additional eOPF Resources
eOPF Resource Page   
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